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Cryptanalysis!

“A cipher is broken if an attacker can encrypt an unseen plaintext into its corresponding
ciphertext.”
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Cryptanalysis!

“A cipher is broken if an attacker can encrypt an unseen plaintext into its corresponding
ciphertext.”

Faster than the best generic attack, inside the security model the designers claimed.
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Lightweight (Tweakable) Block Ciphers
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Why Lightweight Ciphers?

= NOT Lightweight security!
= Constrained devices (RFID, sensors, implants): area, energy, latency
= Attacker has physical access: side channels, faults

= Countermeasures are cheaper when part of the design
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Why Lightweight Ciphers?

= NOT Lightweight security!

= Constrained devices (RFID, sensors, implants): area, energy, latency
= Attacker has physical access: side channels, faults

= Countermeasures are cheaper when part of the design

= Design with built in countermeasures = CRAFT
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Block Ciphers

Secret key K: one permutation of F5 per key
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Block Ciphers

Secret key K: one permutation of F5 per key

3/26



Block Ciphers

Secret key K: one permutation of F5 per key

Want: the family looks like 2% random permutations
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Tweakable Block Ciphers

Public tweak T: every T gives a new family of permutations of ]
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Tweakable Block Ciphers

Public tweak T: every T gives a new family of permutations of ]

Changing T must be cheap and the attacker controls it
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Craft [BLMR19] at a Glance

A B; Ci D;
o|l1f2]3 0123kim°d40123 15|12 |13 |14
45|67 MC 4567514567 PN w|o]sfu] SB A
891011 8|o|10]11 AQRjT R 65|47 i+1
[12[13]24]15] [12[13]14]15] [12[13]24]15] L1[2[3]°]
1011
0101
0010
0001
= 64-bit state, 4 x 4 nibbles k=Ko®T k=KdQT)
= 128-bit key Ko||K1, 64-bit tweak T h=KieT k=KaeQT)

= 32 rounds, involutive components
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Craft [BLMR19] at a Glance

Ai Bi Gi D;
o|l1f2]3 0123kim°d40123 15|12 |13 |14
45|67 MC 4567514567 PN w|o]sfu] SB A
8|o9|10|11 8|o9|10]11 AQRjT 8|9 10|11 65|47 i+1
[z2] 1 [se] ] [2] 1a[ae 5] [z2]sue] ] []2]3]e]
1011
0101
0010
10001
= 64-bit state, 4 x 4 nibbles k=Ko®T k=KdQT)
= 128-bit key Kol|Ki, 64-bit tweak T =Ko T k=Ko
= 32 rounds, involutive components For T =0: Ko, Ki, Ko, Ki, ...

No mixing of key nibbles at all
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Attacks on Craft (Single Key)

Rounds  Time Memory  Data Attack Setting Reference
21 2106.53 2100 26099 ID CP [HSE23]
23 211146 120 20099 D cp [SYCHW24]

2109 39 228 TD-MitM ccC [MNN25]
24 2110 2 250 TD-MitM cc [MNN25]
25 PLLLOS I SS 250 TD-MitM cc [MNN25]
2122 2100 2! MitM KP [LN26]
26 e 25 2Ce TD-MitM cC [MNN25]
D Differential MitM Meet-in-the-Middle
1D Impossible Differential TD-MitM Truncated-Differential MitM
Cp/CC Chosen Plaintext/Ciphertext KP Known Plaintext
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Attacks on Craft (Single Key)

Rounds  Time Memory  Data Attack Setting Reference
21 2106.53 2100 26099 ID CP [HSE23]
23 211146 120 20099 D cp [SYCHW24]

2109 39 228 TD-MitM ccC [MNN25]
24 2110 2 250 TD-MitM cc [MNN25]
25 PLLLOS I SS 250 TD-MitM cc [MNN25]
2122 2100 2! MitM KP [LN26]
26 e 25 2Ce TD-MitM cC [MNN25]
32 pl2L 2120 3 Dissection KP this work
36 2126 pL2E 3 Dissection KP this work
D Differential MitM Meet-in-the-Middle
1D Impossible Differential TD-MitM Truncated-Differential MitM
Cp/CC Chosen Plaintext/Ciphertext KP Known Plaintext
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Meet-in-the-Middle Attacks
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Meet-in-the-Middle: The Classic Example [DH77]

Double encryption: n-bit block, two independent x-bit keys  Brute force: 22%

K1 K2

.
r—(c)

Y
x
A

Et «—C
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Meet-in-the-Middle: The Classic Example [DH77]

Double encryption: n-bit block, two independent x-bit keys  Brute force: 22%

Ly Ex (P)| K
2fi

Ly: ENO)IK:
2}1
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Meet-in-the-Middle: The Classic Example [DH77]

Double encryption: n-bit block, two independent x-bit keys  Brute force: 22%

L1: Ex, (P)|| K1 Lo: E;zl(C)HKz
2% D

merge on X (n bits)

,CZ K1HK2
L 2&/2n — 22m—n
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Meet-in-the-Middle: The Classic Example [DH77]

Double encryption: n-bit block, two independent x-bit keys  Brute force: 22%

K1 K2
| |
P — E > X E! |«—C

L1: Ex, (P)|| K1 Lo: E;zl(C)HKz
2% D

merge on X (n bits)

,CZ K1HK2
L 2&/2n — 22m—n

Time 2 4 2% 4 22K—n Memory 2%
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Meet-in-the-Middle: The Classic Example [DH77]

Double encryption: n-bit block, two independent x-bit keys  Brute force: 22%

L1: Ex, (P)|| K1 Lo: E;zl(C)HKz
2% 1

merge on X (n bits)
L: Ki||Ka

L 2&/2n — 22m—n

Time 2 4 2% 4 22K—n Memory 2%

Independent guesses = cost is additive, not multiplicative 7/26



Merging Lists
L1 L
2° 2°
merge on m bits

\ : \

2a+b—m
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Merging Lists
L1 L
27 2°

merge on m bits
‘ : ‘

2a+b—m

= Sort (or hash) on the m matched bits: time 22 4 2b 4 2at+b—m
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Merging Lists
L1 L
27 2°

merge on m bits
‘ : ‘

2a+b—m

= Sort (or hash) on the m matched bits: time 22 4 2b 4 2at+b—m

= Not enough filter? Use ¢ pairs, merge on Xi||...[|Xp: 225¢n
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Merging Lists
L1 L
27 2°

merge on m bits
‘ : ‘

2a+b—m

= Sort (or hash) on the m matched bits: time 22 4 2b 4 2at+b—m
= Not enough filter? Use ¢ pairs, merge on Xi||...[|Xp: 225¢n

= Or: use few pairs, test the remaining candidates by trial encryption
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Merging Lists
L1 L
27 2°

merge on m bits
‘ : ‘

2a+b—m

= Sort (or hash) on the m matched bits: time 22 4 2b 4 2at+b—m
= Not enough filter? Use ¢ pairs, merge on Xi||...[|Xp: 225¢n

= Or: use few pairs, test the remaining candidates by trial encryption

Every attack in this talk is a tree of such merges
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MitM Applied to Block Ciphers

plaintext
Y

guess gi bits

guess g bits

A

ciphertext
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MitM Applied to Block Ciphers

plaintext
A4 = Partial states: compute only part of

guess g bits the state [CE85]

guess g bits

A

ciphertext
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MitM Applied to Block Ciphers

plaintext
A4 = Partial states: compute only part of
guess g bits the state [CE85]
v
sp = L1 sp|lg1, L2: scl|g2, merge on m
,,,,,, Yo
i ! its: ti 81 82 g1t+g—m
e g e | bits: time 281 4 282 4 2
,,,,,,, iy
Sc

guess g bits

A

ciphertext

9/26



MitM Applied to Block Ciphers

plaintext

Y = Partial states: compute only part of

guess g1 bits the state [CE85]

SYP » Li1: sp|lg1, L2: scllg2, merge on m
s TR bits: time 281 + 282 4 D& & —m
o ;‘C 7777777 = Guesses need not be key bits: guess

A state values instead [DSP07]

guess g bits

A

ciphertext
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MitM Applied to Block Ciphers

plaintext
A
guess gi bits

guess g bits

A

ciphertext

Partial states: compute only part of
the state [CE85]

L1: sp|lg1, L2t scllg2, merge on m
bits: time 28! 4 282 4 281 +&—m

Guesses need not be key bits: guess
state values instead [DSP07]

Minimal data: often 1 or 2 known
plaintexts
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Dissection Attacks

9/26



Multiple Encryption [MH81]

P8 {8 {8 & o

n-bit block, four independent n-bit keys
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Multiple Encryption [MH81]

P8 {8 {8 & o

n-bit block, four independent n-bit keys

= Need ¢ = 4 plaintext-ciphertext pairs to determine 4n key bits
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Multiple Encryption [MH81]

P8 {8 {8 & o

n-bit block, four independent n-bit keys

= Need ¢ = 4 plaintext-ciphertext pairs to determine 4n key bits
= Plain MitM (guess K1, K> vs. K3, Ky): time 227, memory 22"
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Multiple Encryption [MH81]

P8 {8 {8 & o

n-bit block, four independent n-bit keys

= Need ¢ = 4 plaintext-ciphertext pairs to determine 4n key bits
= Plain MitM (guess K1, K> vs. K3, Ky): time 227, memory 22"
= Can we do better? Yes: dissect the problem [DDKS19]

10/26



Guess in the Middle

for every X (2" values)

Ki K> Ks Ka

Pl Y =® - 7 =C1

La: Dy (G| Ka

2" (once)

L2 Ei (P1)] Ka ‘Ezi Di, (X)| K2
2"

2" (once) 2"

wﬁsi Ex; (X)) Ks
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Guess in the Middle

for every X (2" values)

Ki K> Ks Ka

P .-y @ .- 7 . G

L1 Ex, (P1)| Ku ‘ﬁz: Di, (X)||K2 Ls: D, (G)||Ka

wﬁsi Ex; (X)) Ks

2" (once) 2" 2" 2" (once)
merge on Y (n bits) merge on Z (n bits)
Li12: Ex, Ex, (P2, P3, Ps)||K1|| K2 L34: Dy Dk, (G, G, Ga) || K3 || Ka
2’7 . 2’7/2" — 2" 2n . 2”/2" — 2n
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Guess in the Middle

for every X (2" values)

K; K. K K.
1 2 @ 3 . 7 4 - @

= > Y

La: Dy (G| Ka
2" (once)

L2 Ei (P1)] Ka ‘ﬁzi Di, (X)| K2

‘ Ls: Ei,(X)||Ks
2" (once) 2"

2n

merge on Z (n bits)

L3s: D, D, (G2, G, Ca)[|Ks || Ka
27 n /2" = on

merge on Y (n bits)

Li2: ExyEx, (P2, P3, Ps)||Ki|| Kz

2".2"/2" = 2"

merge on 3n bits

EZ K1HKQHK3HK4
on . 2n/23n —on

Over all X: ~ 1 key Time 2" x 2" = 227 Memory 2"
11/26




Dissection: The Take-Away

= Guess an internal state, split the problem in two independent halves
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Dissection: The Take-Away

= Guess an internal state, split the problem in two independent halves
= Solve each half with a MitM, merge the resulting lists
= Generalizes to r-fold encryption, trade-offs between time and memory

= Typically: dissection saves memory, not time

In this talk: dissection that saves time
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The 25-Round MitM Attack on CRAFT [LN26]
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Decomposing Craft

Ki

v A

4]s]e]7

8 | o] 10]11

A B; [12] 13]14] 15 € D;

ofi]2]3 AR E ofi|2]3 ofi|2]3
2|5f6|7| MC [a]s]s|~ a|sfe|7| PN [a]s]e|7| SB
8] o 10]u 8] o 10]u 8] o 0]u 8] o[ 10]u
12] 13[14] 15 12] 13[14] 15 12] 13[14] 15 12] 13[14] 15

L ={1,2,4,5,9,10,12,13}

R =1{0,3,6,7,8,11,14,15}
1011

Mo = (8394)
0001

Upper triangular, aligned with PN
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Decomposing Craft

Ki
107713
e DK
8 |o] 0]
A, B; (2] 13]1e] 15 e D,
ofi]2]3 AR E ofi|2]3 ofi|2]3
41516 |7 MC 415016 |7 415016 |7 PN 415416 |7 SB
8|9 10fu 8|9 10fu 8| o] 0] 8 | o 10fu
12 1314 15 2] 1314 15 2] 1314 15 2] 1314 15
L ={1,2,4,5,9,10,12,13} Coupled through two nibbles per round:
1011
Me = (§495) B2 = (AR A0 + A4

Upper triangular, aligned with PN
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Guess After the Key Addition, Match Two Rounds Apart

= In R guess C;[0] = Bi[0] + k;[0], in [L guess Ci[2] = Bj[2] + ki[2]
= Guessing after the key addition: each half needs only 56 key bits
» Key schedule kj = kj;o: the key cancels

Si = G0] + Cit2[0] + Ai[0] + Ai2[0] + Ai[8] + Aiy2[8]

known in R

S = G[2] + Gis2[2] + JAi[2] + Ais2[2] + Ai[10] + Aiy2[10]

known in L

= Coupling nibbles S; = Aj[12] + Ai12[12], S/ = Ai[14] + Ait2[14]
= Match on S; and S}: 8(r — 2) bits of filter

For T #0: ki + kito = T + Q(T) is known.
14/26
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Merging the Halves

‘ S|IS'|L(K) ’ ‘ S|IS'[IR(K) ’

o4r 24 ohr+24

entries entries

\ich 8(r — Z)V

‘ L(K)[[R(K) ’
22(4r+24)78(r72) — 264

= Add the 16 unguessed key bits: 280 keys, test with 2 more pairs
o T 2 (256+4[r/2j_+_24r+24> r — 25: 2125

= Lists grow by 2% per round
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Merging the Halves

S|IS'|L(K) ] ‘ S|IS'[IR(K) ’

o4r 24 ohr+24

entries entries

match 8(r — 2) bits

‘ L(K)[[R(K) ’
22(4r+24)78(r72) — 264

= Add the 16 unguessed key bits: 280 keys, test with 2 more pairs
e D (256+4Lr/2j +24r+24) r — 25: 2125

= Lists grow by 2* per round

Idea: merge more often = Dissection!
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A Dissection Attack on Full CRAFT
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n

Y

rn

X

&}

Z

ra

Dissecting Craft
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Dissecting Craft

2 Y Z C

X
n R B n r3 R B ra

internal state

= X: state after ry + r» rounds
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Dissecting Craft

2 Y Z C

X
n R B n r3 R B ra

match internal state match

= X: state after ry + r» rounds
= Two MitM attacks of half the length: P — X and C — X
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Dissecting Craft

2 Y Z C

X
fl; ‘fz f3‘ ‘I’4

match internal state match

= X: state after ry + r» rounds
= Two MitM attacks of half the length: P — X and C — X
= Each MitM itself split into [L and R, merged using S, S’
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Dissecting Craft

2 Y Z C

X
fl; ‘fz f3‘ ‘I’4

match internal state match

= X: state after ry + r» rounds

= Two MitM attacks of half the length: P — X and C — X
Each MitM itself split into [L and R, merged using S, S’
= Merge the two sides on (X, K)

17/26



X
|
24-bit match \ 24-bit match
|
L LX) LK) s sy | L (U, L(K), S, S)
252+4(n+1) antries i 252+4(15+1) gntries
T T T T
match S, S’ i match S, S’
vy j j : N7 AV j
L3: (X, K) Ls: (X, K)
>
2120 entries O 2120 entries
L N N L T N
8(r1 + r2) — 16 bits 8(r3 + ra) — 16 bits
| 11 1 1 | I I I I |
= Ls: (R(X),R(K),S,S") Lh: (R(X),R(K),S,S")
252+4(n+n) antries 252+4(13+1) antries
match X, K: 168 bits
A
{ 2 candidates (X, K) }
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Step 1: Meet-in-the-Middle per Half

For every L(X) € {0,1}?® and L(K) € {0,1}%C:
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For every L(X) € {0,1}?® and L(K) € {0,1}%C:

= MitM over r; and r» rounds, meeting in Y
= State guesses: 4(r; — 1) + 4(r» — 1) bits
= Filter in Y: 24 bits

£ (LX), LK), s, )

1£1] = 928-+56-+4(r1+r2)—8-24 _ 952+4(r1+r2)

Time: 280+4max{r,r} 4 952+4(n+r2)
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Step 1: Meet-in-the-Middle per Half

For every L(X) € {0,1}?® and L(K) € {0,1}%C:

= MitM over r; and r» rounds, meeting in Y
= State guesses: 4(r; — 1) + 4(r» — 1) bits
= Filter in Y: 24 bits

£ (LX), LK), s, )

1£1] = 928-+56-+4(r1+r2)—8-24 _ 952+4(r1+r2)

Time: 280+4max{r,r} 4 952+4(n+r2)

Same for R: L»

L(X): 28 bits, one nibble of L(X) is itself a state guess and gives no filter

19/26



Step 2: Merging L and R

Match £; and £ on S||S": 8(r1 + r2) — 16 bits
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Step 2: Merging L and R

Match £; and £ on S||S": 8(r1 + r2) — 16 bits

= Entries per bin, per list:

252+4(r1+r2)7(8(r1+r2)716) _ 26874(r1+r2)
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Step 2: Merging L and R

Match £; and £ on S||S": 8(r1 + r2) — 16 bits

= Entries per bin, per list:

252+4(r1+r2)7(8(r1+r2)716) _ 26874(r1+r2)

= Total number of merged entries:

08(r+12)-16 (26874(r1+r2))2 _ 5120
e
Ins
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Step 2: Merging L and R

Match £; and £ on S||S": 8(r1 + r2) — 16 bits

= Entries per bin, per list:

252+4(r1+r2)7(8(r1+r2)716) _ 26874(r1+r2)

= Total number of merged entries:

08(r+12)-16 (26874(r1+r2))2 _ 5120
e
Ins

L3: 2120 candidates ()A<, R) independent of r; +

20/26



Step 3: Merging the Two Sides

2120

= Repeat Steps 1 and 2 on (X, C) over r3 + ra rounds: La, entries
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Step 3: Merging the Two Sides

2120 entries

= Repeat Steps 1 and 2 on (X, C) over r3 + ra rounds: La,
Both lists contain X (56 bits) and K (112 bits)
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= Add the 16 unguessed key bits: 288 keys
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Step 3: Merging the Two Sides

2120

= Repeat Steps 1 and 2 on (X, C) over r3 + ra rounds: La, entries

= Both lists contain X (56 bits) and K (112 bits)

= |ntersect on 168 bits:
2120+120-168 _ 572 candidates (X, K)

= Add the 16 unguessed key bits: 288 keys

= Test with two more known pairs = 3 known plaintexts

Re-running the attack on a second pair with only 272 candidates suggests that 2 pairs suffice.
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Complexity

Time:

2. (280+4 max{ri,rn} + 280+4 max{rs,r} + 252+4(r1+r2) + 252—|—4(r3+r4)) 1+ 2. 2120
—

MitM per half B/ o fBn
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Complexity

Time:

2. (280+4 max{ri,rn} + 280+4 max{rs,r} + 252+4(r1+r2) + 252+4(r3+r4)) +2. 2120
—

MitM per half L1,L2 L3,L4

2120

Dominated by aslongasri<l1l0and rp +r,rs+r <18
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Complexity

Time:

2. (280+4 max{ri,rn} + 280+4 max{rs,r} + 252+4(r1+r2) + 252+4(r3+r4)) +2. 2120
—

MitM per half L1,L2 L3,L4

2120

Dominated by aslongasri<l1l0and rp +r,rs+r <18

n=rn=r=r=38 (32rounds):

Time Memory Data

2121 2120 3 KP
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Attacking More Rounds

= Below 2128 as long as max{r;} < 12 and r; + ro, r3 + 14 < 19
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Attacking More Rounds

= Below 2128 as long as max{r;} < 12 and r; + ro, r3 + 14 < 19

= Bottleneck becomes |£;| = 252+4(n+r)

N =nrn=1r=1rr= 9 (36 rounds):

Time Memory Data

2126 2124 3 KP

Adding 4 rounds to CRAFT is not enough
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Why Does Dissection Save Time Here?

MitM [LN26] Dissection

Rounds per list r r/2
Largest list D4r+24 052+2r
After merging L, R 064 2120
r =32 153 5121
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Why Does Dissection Save Time Here?

MitM [LN26] Dissection

Rounds per list r r/2
Largest list D4r+24 052+2r
After merging L, R 264 120
r =32 153 5121

= The cipher splits in two dimensions: L/R and top/bottom
= Matching “from a distance” (S, S’): enjoyed twice

= Every merge removes the dependency on the number of rounds
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Attacks on Craft (Single Key)

Rounds  Time Memory  Data Attack Setting Reference
21 2106.53 2100 26099 ID CP [HSE23]
23 211146 120 20099 D cp [SYCHW24]

2109 39 228 TD-MitM ccC [MNN25]
24 2110 2 250 TD-MitM cc [MNN25]
25 PLLLOS I SS 250 TD-MitM cc [MNN25]
2122 2100 2! MitM KP [LN26]
26 e 25 2Ce TD-MitM cC [MNN25]
D Differential MitM Meet-in-the-Middle
1D Impossible Differential TD-MitM Truncated-Differential MitM
Cp/CC Chosen Plaintext/Ciphertext KP Known Plaintext
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Attacks on Craft (Single Key)

Rounds  Time Memory  Data Attack Setting Reference
21 2106.53 2100 26099 ID CP [HSE23]
23 211146 120 20099 D cp [SYCHW24]

2109 39 228 TD-MitM ccC [MNN25]
24 2110 2 250 TD-MitM cc [MNN25]
25 PLLLOS I SS 250 TD-MitM cc [MNN25]
2122 2100 2! MitM KP [LN26]
26 e 25 2Ce TD-MitM cC [MNN25]
32 pl2L 2120 3 Dissection KP this work
36 2126 pL2E 3 Dissection KP this work
D Differential MitM Meet-in-the-Middle
1D Impossible Differential TD-MitM Truncated-Differential MitM
Cp/CC Chosen Plaintext/Ciphertext KP Known Plaintext
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Conclusion

= First full-round attack on CRAFT in the single-key model

= Time 2'2!, memory 2'%°, 3 known plaintexts
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Conclusion

First full-round attack on CRAFT in the single-key model
2121

= Time , memory 220 3 known plaintexts

Extends to 36 rounds: 212 time

= Decomposition + dissection: saves time, not only memory

= Root cause: key schedule aligned with the decomposition

= A nibble permutation in the key schedule would prevent the attack

26/26



Questions?
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