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TRNG
Source of 
physical
hazard

Digitization
(source extraction)

Random bits sequence

Clock jitter : temporal instability
affecting the signal period.

TRNG (True Random Number Generator) :
Implemented in digital circuits based on a physical phenomenon.
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[1] W. Schindler and M. Peter. A proposal for functionality classes for random generators, Sept. 2024.
[2] National Institute of Standards and Technology. (2015–2025). NIST Special Publication 800-90 Series: Random Bit Generation Recommendations. Gaithersburg, MD: U.S. Department of Commerce.

European standard: AIS 20/31
American standard: NIST 800-90B
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𝑒𝑛𝑎

𝑛௢ௗௗ

𝑅𝑂௢௨௧

𝑓ோை =  
1

2 × (𝑑஺ே஽ + 𝑛௢ௗௗ × 𝑑ூே௏)
𝑑஺ே஽ 
𝑑ூே௏

𝑒𝑛𝑎

𝑛௔௡௬

𝑅𝑂௢௨௧
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𝑒𝑛𝑎 𝟏

‘1’ 𝟎

ERO-TRNG

≈ 300 000
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MURO-TRNG

𝑒𝑛𝑎
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𝑹𝑶𝟏
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clk

D Q

clk

D Q

clk

D Q

clk

𝑒𝑛𝑎

𝑒𝑛𝑎

...

Context State of the art Detection of mutual influence Embedded detection method Conclusion & perspectives



8

? ? ? ? ? ? 0 0 0 0 0 0

ଵ

଴

𝟏

÷𝟎

Context State of the art Detection of mutual influence Embedded detection method Conclusion & perspectives



9

[3] Nathalie Bochard, Florent Bernard, Viktor Fischer, and Boyan Valtchanov. True-randomness and pseudo-randomness in ring oscillator-based true random number generators. International Journal of Reconfigurable 
Computing, Janv 2010.

Supply voltage (V)

Pe
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d
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Empirical data from 𝑅𝑂ଵ

Interpolation

Interpolation
Empirical data from 𝑅𝑂଴
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Markettos & Moore [4]

Successful attack on a 
payment card.

Reduction of key space : 
𝟐𝟔𝟒 → 𝟑𝟑𝟎𝟎.

[4] : A. Markettos and S. Moore. The frequency injection attack on ring oscillator-based true random number generators.  2009.
[5] : P. Bayon, F. Pourcheret, L. Bossuet, B. Robisson, A. Aubert, P. Maurine, and V. Fischer. Contactless electromagnetic active attack on ring oscillator based true random number generator. 2012.
[6] : Ugo Murredu. Génération d’aléa dans les circuits électroniques numériques exploitant des cellules oscillantes. PhD thesis, Université Jean Monnet de Saint-Etienne, 2019

Bayon et al. [5]

Control of the bias at the 
output of a MURO-TRNG.

Highlights the vulnerabilities
of this type of TRNG.

Murreddu [6]

Supply voltage modification.

Modification of the number
of delay element in RO.

Place and route.
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[4] : A. Markettos and S. Moore. The frequency injection attack on ring oscillator-based true random number generators, 2009.
[5] : P. Bayon, F. Pourcheret, L. Bossuet, B. Robisson, A. Aubert, P. Maurine, and V. Fischer. Contactless electromagnetic active attack on ring oscillator based true random number generator. 2012.

[4,5]

𝑅𝑂଴

𝑅𝑂ଵ
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[7] : Ugo Mureddu, Nathalie Bochard, Lilian Bossuet, and Viktor Fischer. Experimental study of locking phenomena on oscillating rings implemented in logic devices. IEEE Trans. Circuits Syst. I Regul. 2019.

ΔΦ

[7]

𝜎்
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𝑅𝑂଴

𝑅𝑂ଵ
ΔΦଵ ΔΦଶ

ΔΦଷ ΔΦସ

ΔΦଵΔΦଶ

ΔΦଷΔΦସ

‘0’

‘1’
ΔΦଵ

ΔΦସ

ΔΦଷ

ΔΦଶ

𝑅𝑂ଵ

𝜎୼ಅ

[7] : Ugo Mureddu, Nathalie Bochard, Lilian Bossuet, and Viktor Fischer. Experimental study of locking phenomena on oscillating rings implemented in logic devices. IEEE Trans. Circuits Syst. I Regul. 2019.

[7]

𝑇ଵ =  1
𝑓ଵ

ൗ

𝑇଴ =  1
𝑓଴

ൗ

𝑇ଵ =  1
𝑓ଵ

ൗ
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𝑅𝑂଴

𝑅𝑂ଵ

‘0’

‘1’

…

…

ΔΦே

𝜎୼ಅ

[7] : Ugo Mureddu, Nathalie Bochard, Lilian Bossuet, and Viktor Fischer. Experimental study of locking phenomena on oscillating rings implemented in logic devices. IEEE Trans. Circuits Syst. I Regul. 2019.

[7]

𝑅𝑂ଵ
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𝜎୼ಅ

𝑎, 𝑏 : 𝜎𝒰[௔,௕] =  
𝑏 − 𝑎

12

[0° , 360°]

𝜎𝒰[଴°,ଷ଺଴°] =  
360

12
≈ 𝟏𝟎𝟑, 𝟗°

→ 𝜎୼ಅ
∉ [103,9° − 𝛿 ; 103,9° + 𝛿]

[7] : Ugo Mureddu, Nathalie Bochard, Lilian Bossuet, and Viktor Fischer. Experimental study of locking phenomena on oscillating rings implemented in logic devices. IEEE Trans. Circuits Syst. I Regul. 2019.

[7]
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[𝑎, 𝑏]

𝜎𝒰[௔,௕] =  
𝑏 − 𝑎

12

0°, 360° = 103,9°

𝜎୼థ ≈ 0°
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RO free running frequency
Confidence interval 𝐼𝐶ଵିఈ(103.9°)
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𝑑௠௔௫

4𝜎

𝜎 ∈
0,5

1000
,

1

1000

[8] Viktor Fischer, Florent Bernard, Quentin Dallison, and Maciej Skorski. Enhancing quality and security of the pll-trng. IACR Transactions on Cryptographic Hardware and Embedded Systems, 2023

→
→

2𝑑௠௔௫ < 4𝜎
⇒ 𝒅𝒎𝒂𝒙 < 𝟎, 𝟎𝟎𝟏

[8]
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‘1’
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2𝑓଴ ≈ 3𝑓ଵ 

‘0’

‘1’

‘0’

‘1’

‘0’

‘1’

‘0’

‘1’
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𝑅𝑂଴ 𝑓଴ 𝑅𝑂ଵ 𝑓ଵ

𝑅𝑂଴ 𝑅𝑂ଵ

𝑝 𝑞

𝑞𝑓଴ ≈ 𝑝𝑓ଵ

 𝑞𝑓଴ = 𝑝𝑓ଵ

p q
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𝝌²
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𝐻଴

𝐹ே 𝑥 =  
# 𝑠𝑎𝑚𝑝𝑙𝑒𝑠 < 𝑥

𝑁
𝐹 𝑥 =  ቐ

0
𝑥 
1 

𝑤ℎ𝑒𝑛 𝑥 < 0

𝑤ℎ𝑒𝑛 0 <  𝑥 < 1

𝑤ℎ𝑒𝑛 𝑥 > 1 𝐾ே = max (𝐾ே
ି, 𝐾ே

ା)

𝐾ே
ି = 𝑁 max

ି ஶ ழ ௫ ழ ାஶ
(𝐹 𝑥 − 𝐹ே(𝑥))

𝐾ே
ା = 𝑁 max

ି ஶ ழ ௫ ழ ାஶ
(𝐹ே 𝑥 − 𝐹(𝑥))

𝐾ே ≥ 𝑠ே,ଵିఈ 𝐻଴

1 − 𝛼

𝐾ே < 𝑠ே,ଵିఈ 𝐻଴
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𝑭𝑵(𝒙)

𝑭(𝒙)

Empirical distribution function
Theoretical distribution function
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𝑁 = 1 000 000 𝛼 = 5% 𝑠ே,ଵିఈ = 1,3581

±

𝑫𝑳𝒐𝒖𝒕𝑫𝑳𝒊𝒏
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𝒆𝒏𝒂 𝑹𝑶𝒐𝒖𝒕

𝑫𝑳𝒐𝒖𝒕𝑫𝑳𝒊𝒏

𝒆𝒏𝒂 𝑹𝑶𝒐𝒖𝒕

𝑫𝑳𝒐𝒖𝒕𝑫𝑳𝒊𝒏

𝒆𝒏𝒂 𝑹𝑶𝒐𝒖𝒕

𝑫𝑳𝒐𝒖𝒕𝑫𝑳𝒊𝒏

Board #1

Board #2

𝒊𝒏

𝒆𝒏𝒂 𝑹𝑶𝒐𝒖𝒕

𝑫𝑳𝒐𝒖𝒕𝑫𝑳𝒊𝒏
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𝐾ே
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𝑓஽௅ = 150,50 𝑓ோை ≈ 150,49

௙ೃೀ

௙ವಽ

ℎଵ

𝑘ଵ
=

1

1
→

ℎଶ

𝑘ଶ
=

19360

19361
→

𝑓஽௅ ≈ 𝑓ோை
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→

𝑑௠௔௫ 𝒅𝒎𝒂𝒙 < 𝟎, 𝟎𝟎𝟏
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ℙ 𝑋ଵ ⊕ 𝑋ଶ ⊕ ⋯ ⊕ 𝑋ே = 0 =
1

2
+ 2ேିଵ ෑ 𝜀௜

ே

௜ୀଵ

𝜀௜ = ℙ 𝑋௜ = 0 −
ଵ

ଶ
𝑋௜

𝑋ଵ 𝑋ଶ ℙ 𝑋ଵ ⊕ 𝑋ଶ = 0 =
ଵ

ଶ
+ 2𝜀ଵ𝜀ଶ
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𝑋ଵ {0,1}
𝑅𝑂଴

𝑅𝑂ଵ.

𝑋ଶ {0,1}
𝑅𝑂଴

𝑅𝑂ଶ.

𝜀௜෥ 𝑖 ∈ {1,2} 𝜀௜

𝜀௜෥ =  
ଵ

ଶ
−

௖௡௧೔

ெ

𝜀௑෦ 𝜀௑ 𝜀௑෦ =  
ଵ

ଶ
−

௖௡௧೉

ெ

𝑝௑෦ ℙ(𝑋ଵ ⊕ 𝑋ଶ = 0)

𝑝௑෦ = 1 −
௖௡௧೉

ெ
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→ 𝑝௑෦  ≠  
ଵ

ଶ
+ 2𝜀ଵ෥ 𝜀ଶ෥ 𝑋ଵ 𝑋ଶ
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AA

BB
CC

DD
ଵ ଶ

ଵ ଶ

𝑅𝑂ଵ 𝑅𝑂ଶ

Reference configuration

଴ ଶ

→
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𝜀௑෦ 𝑓ோைభ
= 𝑓ோைమ

𝑅𝑂ଶ 𝑅𝑂଴ 𝜀ଶ෥

𝑓ଵ ≈ 𝑓ଶ 𝑓ଵ = 𝑓ଶ 𝑓଴ = 𝑓ଶ

Bi
as Bi
as

Bi
as

Bi
as

AA BB CC DD
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AA BB CC DD

𝑝௑෦ 
𝜀ଶ෥

𝑓ଵ ≈ 𝑓ଶ 𝑓ଵ = 𝑓ଶ 𝑓଴ = 𝑓ଶ
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PR1

PR2

PR3

Minimization of mutual influence and 
unproblematic frequency ratios

Minimization of mutual influence 
for different frequency ratios

Maximization of mutual influence 
for different frequency ratios
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PR2
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Minimization of mutual influence for different frequency ratios
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PR3
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Good frequency ratio 
between 𝑓ோைమ

𝑓ோைభ

𝑝௑෦
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Maximization of mutual influence for different frequency ratios
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[9] Robert B. Davies. Exclusive or (xor) and hardware random number generators. 2002.

𝑝ଵ = ℙ 𝑋ଵ = 0 =
ଵ

ଶ
+ 𝜀ଵ 

𝑝ଶ = ℙ 𝑋ଶ = 0 =
ଵ

ଶ
+ 𝜀ଶ

𝜌ଵଶ : correlation between 𝑋ଵ and 𝑋ଶ

𝜀ଵ 𝜀ଶ

ℙ 𝑋ଵ ⊕ 𝑋ଶ = 0 =
ଵ

ଶ
+ 2𝜀ଵ𝜀ଶ +

ఘభమ

ସ

ఘభమ

ସ

𝑋ଵ 𝑋ଶ,

𝑅𝑂ଵ

𝑅𝑂ଶ

[9]

ℙ 𝑋ଵ ⊕ 𝑋ଶ = 1 =  
ଵ

ଶ
− 2

ଵ

ଶ
− 𝑝ଵ

ଵ

ଶ
− 𝑝ଶ − 𝜌ଵଶ 1 − 𝑝ଵ 𝑝ଵ 1 − 𝑝ଶ 𝑝ଶ

𝑝௑෦
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