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Threat model
✁ Read instructions in memory
✁ FIA on instruction memory
✁ FIA on processor control logic

Use-cases
✂ Identify vulnerabilities
✂ Bypass PIN, hash, ... verification

FIA: Fault Injection Attacks
Microcontroller

RAM

Flash

Processor

Yuce [12]

Laurent [7]
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Integrity of:
✂ Control Flow (CFI)

✂ Instructions

✂ Control Signals

✂ Data
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Name Instru
ctio

n Confidentiality

Control Flow Integrity

Instru
ctio

n Integrity

Control Signal Integrity

Fine-grained CFI

No clock cycle
penalty

No memory overhead

Instr. Enc.[5] ↭ ↭ ↭ →
Confidaent [9] ↭ ↭ ↭ →

Sofia [4] ↭ ↭ ↭ ↭ →
Ccfi-Cache [3] ↭ ↭ ↭ ↭ →

Cifer [13] ↭ ↭ (↭) ↭ →

Soft-Only [1] ↭ ↭ →
SecDec [8] ↭ ↭ (↭) →
Hapei [6] ↭ ↭ ↭ ↭ →
Scfp [10] ↭ ↭ ↭ →

Gpsa-Csm [11] ↭ ↭ →
Mafia [2] ↭ ↭ ↭ →

This work ↭ ↭ ↭ ↭ ↭ ↭ →

Control signal redundancy

Only signals in decode
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Security properties
✂ Integrity of Control Flow, Instructions and Control Signals (from all stages)
✂ Confidentiality of Instructions

Can these properties be provided together ?
(by another approach than redundancy)
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Security properties
✂ Integrity of Control Flow, Instructions and Control Signals (from all stages)
✂ Confidentiality of Instructions

Constraints
✂ No insertion of instructions
✃ Commercial o!-the-shelf binaries

Assumptions (microcontroller):
✂ No memory cache
✂ Indirect jump destinations are known
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Chained Instruction Encryption with Absorption of Control Signals
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1 Chained Encryption of Instructions (before programming memory)
2 On-the-fly Decryption
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Chained Instruction Encryption with Absorption of Control Signals

random

PROGRAM

Fetch
Write

back

PC

Decode

Decrypt

Memory

Control signals

instr (cipher)

cipher

Is the instruction illegal?

Execute

➜ Control signal integrity

Encryption

1 Chained Encryption of Instructions (before programming memory)
2 On-the-fly Decryption



Proposed scheme
Implementation

RISC-V core: CV32E40P

12 / 28

CV32E40P: RISC-V core
✂ Embedded system

✁ 32-bit

✁ 4-stage

✁ In-order

✁ Forwarding
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Ascon: cipher suite, which provides Authenticated Encryption with Associated Data
✁ Winner of CAESAR Authenticated Encryption - Lightweight Cryptography (2019)

✁ Winner of NIST - Lightweight Cryptography (2023) → standardize the Ascon family

✁ Lightweight (better Throughput per Area than AES [1])

✁ Highly tested

✁ Large security margins

[1] “Need for Low-latency Ciphers: A Comparative Study of NIST LWC Finalists”, NIST LWC Workshop 2022,
Tolga Yalcin - Google
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“The instructions are encrypted from the state of the previous instruction in memory”

✂ 85.5 % of instructions are sequential (Embench)

I1

I2

I4

I11

Control Flow Graph

Patches 
(for non-sequential control transfer)

br call

I8

call

I6
I10

ret
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✁ Patches stored in external memory
✁ Patches also addressed by the Program Counter

✂ No need for custom instructions → zero clock cycle overhead

Fetch Write
back

PC

Decode

Decrypt

Memory

Patch memory

instr (cipher)

plain

patch

cipher

Execute
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✃ Instructions (machine code)
✃ Microarchitecture netlist

✂ Infer control signal values

Software model of control signal propagation

✁ Analyze 41 control signals from the processor description (computation, propagation, ...)

✁ During sequential encryption of instructions:

✂ Model signal propagation

✂ Absorb control signals in the state

✁ Adapt patches
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Software encryption Hardware decryption

Without signal absorption

→
CSmodeled[if, id, ex, wb] → CSreset

ω
CSmodeled[wb] → CSmodeled[ex] / CSmodeled[id] / CSreset(wb) ω
CSmodeled[ex] → CSmodeled[id] / CSmodeled[if ] / CSreset(ex) ω
CSmodeled[id] → CSmodeled[if ] ω

ω
CSmodeled[if ] → ω ✁
CSmodeled[if ] → ω ✂
CSmodeled[id, ex, wb] → CSmodeled ω ✃

ω
CS → selection(CSmodeled)

→ ↑ 0→ ||CS || 0→
→ ↑

→
→

Software encryption

With signal absorption
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Makefile based:
✂ Compilation (Embench 22 programs) and software encryption flow
✂ Cycle-accurate simulations with assertion of PC and instruction values (Verilator)
✂ Execution and validation on FPGA board
✂ FIA: emulated on FPGA (memory only) and on simulation (memory and control signals)
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Chained Instruction Encryption with Absorption of Control Signals:
✃ Confidentiality of Instructions
✃ Integrity of Control Flow
✃ Integrity of Instructions
✃ Integrity of (data-independent) Control Signals

✃ Open-source: Github
✃ Implementation on CV32E40P
✃ Validation and Characterization on FPGA

✃ FIA on VerifyPin execution
✂ Memory: → 10

✂ LUT: + 29.8 % (1 PU)

✂ Cycles: + 0 %
✂ Frequency: ↓ 85.9 % (1 PU)

Can these properties be provided together ?

instr (cipher) Fetch Execute Write
back

PC

Decode

patch Decrypt

Memory

Patch memory
Control signals

plaincipher

Is the instruction valid?

github.com/theophile-gousselot/execution_integrity_down_to_control_signals

https://github.com/theophile-gousselot/execution_integrity_down_to_control_signals
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Control Signals can be absorbed in some CFI solutions

✃ Patch policy ✂ Fine-grained CFI
✂ 0 clock cycle overhead (COTS binaries)

✄ But, patch memory as high as instr. mem.

✄ But, empty at 75 %

✃ Ascon ✂ New standard for lightweight crypto.

✄ But, patches are 320 bits wide

✂ Consider a 64 bits state (e.g., Prince)

✃ Infer control signal values
✂ By analyzing the microarchitecture and the program

✃ CV32E40P, in-order, no cache

? Cache, out-of-order execution

Fetch Decode

Decrypt

Memory instr (cipher)

plaincipher

≥ 320

PC

Patch memory
patch

patch 
00000000000000000000000000000000000000...0 

patch 
00000000000000000000000000000000000000...0 
00000000000000000000000000000000000000...0

github.com/theophile-gousselot/execution_integrity_down_to_control_signals

https://github.com/theophile-gousselot/execution_integrity_down_to_control_signals
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