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Machine Learning (ML) is Everywhere

• ML models are very complex 
and very accurate

• They can be applied to a 
wide range of applications
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• Transformers, state-of-the-art of ML
• Highly accurate

• Various tasks : language processing, radar processing or…

• … computer vision (ViTs)
Image Segmentation

Transformer Models 
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Evolution of the number of parameters of ML models1

1. L. Bernstein et al. – Nature 2021

Transformers
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Transformer Models 

They need large hardware accelerators 
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Vulnerability Sources

Neutrons, Protons, Heavy-ions, etc. Electromagnetic FI, laser FI, SCAs, 
etc.

Reliability Security

They need protection mechanisms
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Radiation Impact on GPUs

Silent Data Corruption 
(SDC)
• Computation is done but 

result is altered

Data Unrecoverable
Error (DUE)
• Crash and OS hangs

Ionizing particle

Memories Logic

1 + 1 = 3
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98% 
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95% Bird

Critical SDC

ViT
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Neutron Beam Setup

Setup at ChipIR Facility, RAL, UK

Host device and 
ethernet connections

Neutron 
Beam

Pascal GPU Ampere GPU

Failure Classification
• SDC: Tolerable and 

Critical
• DUE: ViT crashes, OS 

hangs
A server outside controls
the experiments

Configurations
• Dataset: ImageNet (classification)
• 12 ViTs, 4 families: ViT, EVA2, 

SwinV2 and MaxViT
• 2 NVIDIA GPUs: Quadro P2000 

(Pascal) and RTX A2000 
(Ampere)
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• The ViT FIT grows along its
resource usage and family

• 16.3% of Critical SDCs on 
average (max. 37.3%)

• with ECC ON: up to 10.0% 
of Crititical SDCs
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Class: Dog

Fault assessement
• Physical fault injection 

• Software fault simulation
int foo(S,P){

int r;
if (S==P)

r=1;
else  

r=0;
return r;

}
14

Encoder

Encoder

Encoder

…

How to quantify the impact of 
faults ?
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Fault Impact on ViT Operations

• We split the ViT into its essential operations
• We measure the FIT rate of each operation
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Inputs

...

Classification

Range restriction

Range restriction

Range restriction

Range restriction

0.fMin neg Max pos

−∞ +∞

Safe values Values that may change the 

classification

Range Restriction is a common
hardening technique

68% time overhead if applied

on every block of a ViT1

1. G. Gavarini et al. “Evaluation and mitigation of faults affecting swin transformers” – IEEE IOLTS 2023 16
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MaxiMals ViT Block

NaN filter

Inf/-inf filter

Add & Norm
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Beam injection:
• Similar reduction for beam
• Similar trend on FP16
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• ViT are vulnerable even if 
ECC is enabled (up to 10%)

MaxiMals
• A simple range restriction method 

for ViT
• Low overhead compared to 

similar techniques (max. 16%)

Future works
• Impact on INT8 precision
• Dependency between

inputs and Critical SDC 
rates

• Other fault models:
• different particles
• HW attacks (RowHammer)
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Thank you !
Questions ?

Contact: lucas.roquet@inria.fr

mailto:lucas.roquet@inria.fr

