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Context

State of the art

Almost all the attacks performed on powered devices
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Context

State of the art

Almost all the attacks performed on powered devices

X-Ray
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Context

State of the art

Almost all the attacks performed on powered devices

Persistent or
permanent faults
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Context

How to bypass the sensors?

Attack unpowered devices

* No detection possible

* No synchronization required

* Break the sensors

* Corrupt stored information: Non-Volatile Memories (Flash)
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Hardware target

Target Board
For ChipWhisperer
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circuits
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« STM32F1 open on the backside (32-bit microcontroller)
» 128 kB of Flash memory (128 pages of 1 kB)
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Floating gate transistors in Flash memories
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CONTROL CONTROL : o
CATE CATE Convention:
* Charged ="'0'
e Discharged ="'1"'
OXIDE OXIDE
0®e®g0g0, FLOATING
00e®g0 g0, GATE
OXIDE OXIDE
SOURCE I | DRAIN

SOURCE I | DRAIN

Discharged cell

Charged cell
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Abstraction levels

Application level

Memory level

Logical level

Physical level




Abstraction levels

Application level

Memory level

Logical level

Physical level
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X-Ray Fault Injection
Total lonizing Dose effect on FGmos! t
R
u
W
E
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- .-;'/I-___:‘: n Three different mechanims:
ONoNoNONS)
........................... * Electron/hole pair generation in the oxides
---------------------------- * Charge trapping in the oxides
e * Photoemission
control substrate
gate
e N
oxide oxide

Photoemission effect
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1Gerardin et al., "Radiation Effects in Flash Memories", IEEE Transactions on Nuclear Sciences 2013



Laser Fault Injection
Temperature effect on FGmos

* Laser beam energy - Temperature increase — Floating gate discharge?

Flash memory cell
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1.17 pm i 1B
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Laser spot O.6§pm

Heatmap induced by the laser exposition (d,=5um)

2Sands, "Pulsed laser heating and melting", Heat Transfer: IntechOpen 2011
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Abstraction levels

Application level

Memory level

Logical level

Physical level

Floating gate transistors discharge by
photoemission or heating




Abstraction levels : Logical level

* From the physical level:

CONTROL CONTROL
GATE GATE

OXIDE OXIDE
< |
FLOATING
GATE
OXIDE OXIDE
SOURCE I | DRAIN SOURCE I | DRAIN
Charged cell Discharged cell

* To the logical level:
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Abstraction levels

Application level

Memory level

Logical level

Physical level

Bitsets ('0'—> '1")

Floating gate transistors discharge by
photoemission or heating
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Experimental setup

I UMR + CNRS + 5516 « SAINT-ETIENME

AThe entire target is irradiated ! ’ o Wock
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X-Ray Fault Injection

Results

Memory
initialization

Power OFF

Qay exposure
Cmn >

Security

No bits ?

Yes

END




- i 1 @® Permanent fault s s S

X Ray FaUIt InJeCtlon ® Nonpermanentfault @ :::::
| B-IF Irradiation step

Results T
Memory 1500001 fiiiiiiiiiiiiiiiiiiiid

initialization 8
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Power OFF
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X-Ray Fault Injection
Synthesis

Fault mechanism

* Floating gate transistors discharge by photoemission
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X-Ray Fault Injection
Synthesis

Fault mechanism

* Floating gate transistors discharge by photoemission

* Faults injected but not localized, therefore non exploitable
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X-Ray Fault Injection
Synthesis

Fault mechanism

* Floating gate transistors discharge by photoemission

Limitations

* Faults injected but not localized, therefore non exploitable

Design of a focalization shield

Zem
* Tungsten (W) | 25um |
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X-Ray Fault Injection
Experimental setup

Target exposed on the rear side

X-Ray source
Shield

Programer

Turntable

CCD camera detector
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X-Ray Fault Injection
Obtained pictures
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2 different positions:

-
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X-Ray Fault Injection J

Results

Position @ : (0.6 mm,1.1 mm) = 1h of irradiation

Position @ : (0.6 mm,1.2 mm) = 2h15 of irradiation

0
200 1 . )
* Position @: = 70 localized faults
@ o . ® .
400 1 ©) @ * Position @: =~ 300 localized faults
0 250 500 750 1000 1250 1500 1750 2000
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X-Ray Fault Injection
Results

* (0.6 mm,1.1 mm) = 1h of irradiation = =~ 70 localized faults
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Laser Fault Injection
“EK
1,064 nm laser source (near-IR) ‘(5
* 5 um spot with a x20 magnifying lens
* Backside view with an IR camera
* Same setup as usual powered LFI
yor s
A
MINES
Saint-Etienne

\‘\ Cyber Week

17



Laser Fault Injection
RESUltS dEEI(

* Memory initialized to 0x00000000 before laser exposure : i E

e Single bit faults in 33%
e 2.2 faulty bits on average

B 1000 tirs I 2000 tirs [ 3000 tirs |48

* Reverse engineering of the Flash memory mapping possible [\ :
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Laser Fault Injection
Abstraction levels : Memory level

Code corruption (ARMv7 ISA)

[31[30(29(28(27[26|25[24|23|22|21|20[19]|1817|16]|15|14|13]|12]|11]|10| 9|8 |7 |65 |4 [3[2]|1[ 0|
Generic MOVW

[1]1[1]1[ofif1]|ofof[1]0f[O0] imm4 [O] imm3 | Rd | imm8 |
MOVW,RO, 0
[1[t]1f1]oJof1]ofofs1]ofofofoJofofojofojofoofofoJofoJofofojofo]0]
MOVW,RO, 4
[t1]1]1]1JofoJ1Jofof1JoJofoJoJoJoJoJoJofoJoJoJofoJoJofoJoJoJo]0]
MOVW,R1,0
[t]i]1J1JoJoJ1Jofof1JoJofoJoJoJoJoJoJofoJoJoJo@Jo[ofofoJooJo]0]
MOVT,RO,0

(A]t]11JoJoJtJo@ 1 oJoJoJoJoJofofoJoJoJoJoJofoJoJoJoJoJo[ofoT0]

Example of possible corruptions on a MOVW instruction?

e Also possible to corrupt permanent data
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3Colombier et al., "Laser-induced Single-bit Faults in Flash Memory: Instructions Corruption on a 32-bit Microcontroller", IEEE
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Abstraction levels

Application level

Memory level

Logical level

Physical level

Code or data corruption

Bitsets ('0'—> '1")

Floating gate transistors discharge by
photoemission or heating




Laser Fault Injection
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Abstraction levels : Application level

RUWEE!
Persistent Fault Analysis* (PFA)

Persistent fault injection on the S-Box (AES, DES, ASCON,...)
Statistical study on the bytes of the ciphertexts

kj

kj

Successful PFA
R(c) R First experimental realization of the PFA on
e ’ unpowered devices
0 Cj 0 cf
Without fault

With one faulty byte

4Zhang et al., "Persistent Fault Analysis on Block Ciphers", TCHES 2018
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Abstraction levels

Application level

Memory level

Logical level

Physical level

PFA on AES

Code or data corruption

Bitsets ('0'—> '1")

Floating gate transistors discharge by

photoemission or heating
@‘3’:9‘_‘
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Conclusion

M=
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Unpowered devices v

* Reality of the threat of these attacks

* Hardware sensors not effective

* No synchronization required

X-Ray Fault Injection

* Possibility of focusing fault injection using a tungsten mask with a thickness of 1 mm

* Fault injection on powered and unpowered devices // \\

* Attack scenarios become feasible =

Grandamme et al., "X-Ray Fault Injection in Non-Volatile Memories of Power OFF Devices", IEEE PAINE 2023
Grandamme et al., "X-Ray Fault Injection Localization with a Shield on Powered and Unpowered Devices", IEEE PAINE 2025

Laser Fault Injection

* New fault model from the physical level up to the application level =~
* Validation of a PFA-type attack scenario sl '\\ﬁ.h"uu

Grandamme et al., "Switching Off your Device Does Not Protect Against Fault Attacks", TCHES 2024
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Thank you for your attention !
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