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Challenges and Objectives
Project presentation

Manufacturing issues and process variations strongly affects the electrical parameter of
circuits and architectures, leading to a significant reduction in manufacturing yields.

_—

Transient errors caused by particles or radiation occur more frequently during
operation, and process variability will prevent accurate prediction of chip performance.

~

Many systems are constantly under attack from intruders, and security has become of

utmost importance.
1\ J

Vgl gblectiye

1. Evaluate NX FPGA SRAM technology linked to heavy radiative environments (such as
aeronautical environments, launchers and defense environments).

2.Develop a RISC-V fault-tolerant IP.

3.Compare the analysis performed under particle beams or by laser injection. RISC-V

processor validation and qualification. {’Q
ropean
L, Compare the sensitivity and performance of RISC-V processor IP carried on the NX \\(”w"

FPGA target and on a state-of-the-art commercial FPGA target.
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NanoXplore

N.

curopean Leader in FPGA, Soc FPGA & ASIC
Design
@ Erench Based Company : Paris, Montpellier,

Grenoble

@ 140+ Employees with more than 90% RED
Enqgineers

@ Offer products for Hi-Rel markets

@ 3 different products offering:

- High reliable SoC FPGA
« ASIC design services
 Silicon IPs

@ ITAR Free Technology

@ Focus on Space & Defense markets
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Products Overview
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Impulse FPGA Flow

: User input
: NX Software
: 3rd party Software

power Soft IPs

Estimator

: Output file

Impulse - Shire_reg_rti

- -
-

Synthesis Netlist -
: Post Synthesis 3
c
. Q
Place&Route Netlist .
- Post P&R S
& SDF

Board - QuestaSim

FPGA
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NI ranoxir
ULTRA300 Rad Hard

ultra

FPGA Fabric High Speed Connectivity = ADC/ DAC

1344 DSP 448 DPRAMs HSSL Complex 1/0 ADCx4

* 19x24 Mult. * True Dual Port + 12.5 Gbps + 1.2Vto 1.8V *+ 12 bits ADC
* Preadder « 48 Kb *+ SpaceFibre + 20 SpW PHY * 5 Msps
* 56 bits ALU + 36 Kb w/EDAC + JESD204B + DDR2/3/4 PHY

* ESIstream

* SRIO DACx4

» 10 bit DAC
LUTs & DFFs P> 16 Links $> 340 I/0s + 2 Mbsps

Rad-hard Programmable Logic

* Configuration Memory: 0 errors up to LET 62 MeV*cm?/mg

All-rounder
Small form factor with FCBGA-L48L4
High pin count with FCBGA-1152

Benefits from NG-ULTRA experience
~-PGA Fabric

High Speed Connectivity

Radiation Performance*

Ecosystem

...and more
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ONERA ECM team

Experimental evaluation of
COTS and ASICs

ECM team composed of:
5 Permanents
O Phd students

post-doc

Y V V

Main activities:

» Radiation effects in materials and
microelectronics devices

> Strong experience in diagnosing
radiation response of COTS and ASICs
through experimental and simulation

means by using the fault injection
technique (MUSCA SEP3 + TERRIFIC)

> SEE characterization in deep

technological nodes (ex. 65 nm bulk ,
7nm FinFET, 28nm FDSOI)

Top view of an ASIC

Circuit layout
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Introduction: Radiation effects in
electronics

MQOS transistor

SET
lonizing 0 1 /\
Gate particle T SEU
L 0
& :
4

g 1
— | > ;
0 — \ 0 Expected
value
1 J“

Bulk, SOI, FinFET

Single event transients (SET's) Errors in combinational and sequential logic
a Scope of ONERA
— Single event transients
(SET)
SEE =
Single event upset (SEU) Ty

— Multiple event upset 12 A {\Q@i’fﬁggg
K (MBU) / k

™1

Multiple cell upsets (MCU)
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ONERA Simulation flow: MUSCA SEP% + |
TE'R"E‘—‘{'J Fl MUSCA SEP3 Stimuli generation TERRIFIC - }"'f;:?".i

Post-processind;| |

Fault injection platform
- MUSCA SEP3 current  to Electrical 2 i +E<
GDS LEa DEF Radiation environment Database stimuli i .FJ’—“FI r1 E
l Material environment 9 Q “
Device properties g
charge transport in matter | l/
Charge collection zones * Currents R e
and nets | — - Zones R
Tfﬂﬂﬂpﬂﬂ-l:ﬂ"l’.‘ﬂtlﬂﬂ  Transistor j I Wﬂ
" Effects on circuits | « NET : .“‘ 0 ey
SET current " IS Cross-section, pulse width
‘ database o o — distribution, SEU/MBU/MCU
’ mapping
The MUSCA SEP3 coupled with TERRIFIC simulation flow is also effective in -
determining MBUs and MCUs in deep technological nodes: ex. /nm FinFET , [ &2..

\Cyber Wegk



ONERA's goals in FOCH Project

»Evaluation of Nanoxplore digital cells with the MUSCA SEP3 and
TERRIFIC simulation tools.

»Generation of an SET current database through MUSCA SEP3

»Simulation of the radiation response diqital blocks such as the
configuration memory, DFFs, and LUTs

»Definition of a fault injection formalism with INRIA for an RTL-level

fault test
4
ONERA
—— = é ’ 4
THE FRENCH AEROSPACE LAB ¢ ’Q




Evaluation of Nanoxplore digital blocks:

» Configuration memory
» DFFs
> LUTs

Results and first conclusions

» No errors observed under a 23 MeV neutrons SET
database

» Confirms the Nanoxplore FPGA robustness
» New databases will be generated including
protons and heavy ions in order to test the FPGA

robustness

> Need of experimental data to confirm the
obtained results

urrent (m
o

s example

0.6

0.5

0.4

0.0+ T T
10712 107° 1078 1077

Time (s)

Examples of MUSCA SEP3 generated SETs

15
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NUCLETUDES IN THIS CONSORTIUM

&

Multi-layer analysis by
simulation of the fault
tolerance of the
NX target FPGA

J

NanoXplore

NX

r d

lrrzia—

Experimental characterization of
the fault tolerance of a
RISC-V IP implemented on two
different FPGA targets

4

2 hucletudes

arlaneGroupP

Design elementary tests
Prepare fault injection
Perform experiment
Analyze results

),

.@Tosk—S

a

Implementation of hardening
strateqies on the RISC-V IP

N

4

2 hucletudes

arianeGroup

Rnowledge in hardening

strat.

Knowledge in RISC-V IP

archi.

Complementary tests (ex:

laser)
Analyze fault injection

As expert in radiation experiments with a strong knowledge
on testing complex components

Experimental validation
of the benefit of the implemented
hardening strategies on the RISC-V

/

2 hucletudes

arianeGroupP

Design elementary tests
Prepare fault injection
Perform experiment
Analyze results

-
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NUCLETUDES IN THIS CONSORTIUM

w9 Task-2 Q9 1ask-3 o Taskd
@ D @ D @

Experimental characterization of the fault
tolerance of a

RISC-V IP implemented on two different
FPGA targets

Implementation of hardening strategies Experimental validation
on the RISC-V P of the benefit of the implemented

hardening strategies on the RISC-V IP

g

g

2 hucletudes

arianeGroupr

2 hucletudes

arianeGroup

Knowledge in hardening strat.
Knowledge in RISC-V IP archi.
Complementary tests (ex: laser)
Analyze fault injection results

2 hucletudes

arianeGroupP

Design elementary tests
Prepare fault injection
Perform experiment
Analyze results

Design elementary tests
Prepare fault injection
Perform experiment
Analyze results

As expert in radiation experiments with a strong knowledge on { >
testing complex components @
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NUCLETUDES AS COORDINATOR OF FAULT INJECTIONS EXP.

Tasks list overview:

NXNanoXplore

User feedback on
Impulse toolchain

Support for adding RISC-
V IP in NX Libs

Complete & compare
radiation data

12 : Fault T3 : Hardening
injections Strateqies

T4 : Fault
injections

“YBE]
SERE
R

K Designing elementary tests on the targeted FPGAS\

- Ex: Rare but critical events requiring high flux

W

| .‘ )
H H it
0, |
|
A

E~ x12 ‘

 Porting a RISC-V IP (Comet-V) for fault injections
- Comparing 2 FPGA : NX & state of the art flash based FPGA

\

/_
et FPGA ref n°2

ual por T 3
RAM L &-‘:’-’ '

(BRAM)

Nucletudes neutron test board

G ST

- Other FPGA (not NX)

2 £
Hybrid test board (modified)
K - ULTRA300 from NX N

ONERA
—_— T

THE FREMCH AEROSPACE LAB

Experimental data feedback
for MUSCA SEP3 and
TERRIFIC simulation tools on
the UCL-NIF Facility

r 4
y 4
Creeia—
Functionality requests and user

feedback for a wider adoption
of the Comet-V core

-
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NUCLETUDES AS SUPPORT FOR HARDENING STRATEGIES

T2 : Fault T3 : Hardening T4 : Fault ==
injections Strateqies injections ~RUWI

Tasks list overview:

“EX

KC

K Dedicated fault injection test methods \ . 8
- SPA laser to accurately identify critical events & test mitigations ’Z&EZ.»—

Support to identify vulnerable
parts
of the Comet-V core

y

NanoXplore

Support to select the most

User feedback on 7 IR FOHE suitable hardening methods

Impulse toolchain

hardening techniques

Support for adding - TMR, Cores Lock stepping, ECC, CRAM scrubbing, ...
a fault tolerant

RISC-V IP in NX Libs

cru-A =) FLASH
Support for Identlfglng E crus Majority a oot S ===
key resources requiring :
hardening Tl e =t

cPU
Redun
— Replication

/ ain g un :E
— rd .,""
RAM | European
a) System Level b) Sub-system Level ¢) CPU Level ‘ \Cyber Week
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Partner Presentation e

TARAN team, Domain-Specific Computers in the post Moore'’s law era
« About 40 members, researchers, engineers and PhD students

Ve <CVYB

© Q) 7 YBE
ziaa— i

TARAN

« Automatically create hardware that is resilient, computes just right and leverages emerqing technoloqies

Research direction: Resilient accelerators, CPUs and GPUs

- Vulnerability analysis at Design-time and Run-time, task-level scheduling strateqgies, exploring low-overhead
technigues to protect architectures against faults (and attacks).

Building around the RISC-V ecosystem and open-source hardware
« Member of the RISC-V foundation : ‘
« Maintainer of the Comet core RISC
J @z
« Cross-layer vulnerability analysis of NanoXplore FPGA fabric \ \

* Provide a fault-tolerant RISC-V processor IP



RISC-V Evaluation Platform “
Comet!] 1

Embedded class in-order, 5-stage pipelined RISCV 32-bit core written in C++

C/C++ Simulator
core sources sources
{_‘_.-—'—_—‘—-\. —

Application
sources

» Easily modified using open-source and industry-standard tools HKNJI o

r ‘. .............
; RegFile i
| ; §

« M-extension, caches and standard IRQ support

HLS gcc/clang gcc/clang
ALU )
‘;:E ' AL Simulator '«
Brinch —l Synt‘I;esis
| unit PnR
| Fe'tch Dec:)de Exe'cute Me'mory Writ'eback 1
Used as a test platform for micraorchitectural research:
ASIC/FPGA
. ) . design
« Dependability'?, Security!3, Normally-Off Computing*

Developped an FPGA SoC around the core for beam-testing in tandem with Nuclétudes [ 4 :

opean

o
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4]: D. Pala, I. Miro-Panades and O. Sentieys, "Freezer: A Specialized NVM Backup Controller for Intermittently Powered Systems," in IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems 2021

[1]: S. Rokicki, D. Pala, J. Paturel and O. Sentieys, "What You Simulate Is What You Synthesize: Designing a Processor Core from C++ Specifications", [IEEE/ACM ICCAD 2019
[2]: P. R. Nikiema et al., "Towards Dependable RISC-V Cores for Edge Computing Devices," IEEE IOLTS 2023

3

[

I: L. Savary, S. Rokicki and S. Derrien, "Ahead of Time Generation for GPSA Protection in RISC-V Embedded Cores", IEEE ASAP 2025
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Vulnerability Analysis
Gate-Level Fault Injection

Inject fault profiles provided by Onera in a full-fabric simulation

Apparition probability

SET width distribution, normalized to cell area and input sizes
i 1.6 L 1.0
iAverage SET width: 1.80e-10s
i 1.4 -
-0.8
1.2 -
1.0 -
E 0.6 E
[} 2
2 0.8 - %
= =)
Qo o
> -
061 0.4
0.4
-0.2
0.2
T T T T T 0.0 T T T T T T T 0.0
000 025 050 075 100 125 150 175 2.00 1101 1102 1103 1104 1105 1106  1.107
SET width (s) le-9 time (s) le-8

Allows us to efficiently quide selective hardening of:

« Software that is running on the core

« The CPU microarchitecture: ECC reqister file, lLockstep cores, etc.

« The FPGA fabric: redundant routing paths, scrubbing strateqies, etc.

Analysis

(Data Corruptions,

~___ Crashes,..) ~
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R RUE « First test campaign: 23/12/2025
JEE}
FPGA Fabric High Speed Connectivity = ADC/ DAC
HSSL Complex 1/0 ADCx4
+ 12.5 Gbps + 1.2Vto 1.8V + 12 bits ADC
+ SpaceFibre + 20 SpW PHY * 5 Msps
+ JESD204B + DDR2/3/4 PHY
+ ESlstream
+ SRIO DACx4
Ea . 10 bit DAC
P> 16 Links »> 3401/0s + 2 Mbsps
Rad-hard Programmable Logic
~
f e * Fault Tolerant RISC-V IP is planned to be available at
uropean

yber Week the end of the project
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