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Let C be a cryptosystem. Breaking the security of C is a computational problem.

[a computational problem P]—) Security of C [a computational problem Q]

® If Pis hard, then C is secure. @ If Q is easy, then C is broken.

@ If P 2 Q, then the security of C is equivalent to the hardness of P.

Classical hard problems: iategerFactorization,

Broken by quantum computers! [Sho94]

Post-quantum candidates: Lattice-based, Code-based,
Isogeny-based cryptography (Elliptic Curves come-back!)
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(-isogenous
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The (-isogeny graph is
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Let w be a quadratic integer. An embedding
t: Zlw] — End(E)

is called an Z[w]-orientation on E. We say that (E,¢) is an Z[w]-oriented curve.
We say that ¢ is a primitive orientation,
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Orientation over [F,

Proposition [DG16]
If p > 3 then

E is defined over F, < ¢: Z[\/—p] — End(E), +/—p—m,

where 7 is the Frobenius map

T E—EP (x,y)— (xP,yP).

Corollary from [JMV09] (under GRH)

One can efficiently perform random walks over S5z, following a distribution close to uniform.
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# of multiplications over F, at each step
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.

The SuperSolver algorithm has the same asymptotic complexity as the Delfs-Galbraith
algorithm but is more than 17 times more efficient in practice (for large p).

.

15 /21



Starting point of this ongoing work

From now on, this is joint work with Maria Corte Real Santos, David Jao, Joseph Macula, Michael
Meyer, Travis Morrison, and Eli Orvis.

16 /21



Starting point of this ongoing work

From now on, this is joint work with Maria Corte Real Santos, David Jao, Joseph Macula, Michael
Meyer, Travis Morrison, and Eli Orvis.

Delfs-Galbraith Detection

Is there an E’ defined over F, such that

— F'7?
2-isogenous

16 /21



Starting point of this ongoing work

From now on, this is joint work with Maria Corte Real Santos, David Jao, Joseph Macula, Michael
Meyer, Travis Morrison, and Eli Orvis.

Delfs-Galbraith Detection

Is there an E’ defined over F, such that

— F'7?
2-isogenous

= We detect Z[/—p] — End(E’).

16 /21



Starting point of this ongoing work

From now on, this is joint work with Maria Corte Real Santos, David Jao, Joseph Macula, Michael
Meyer, Travis Morrison, and Eli Orvis.

SuperSolver Detection

Delfs-Galbraith Detection

For some ¢ such that cost, < cost,.

A
Is there an E7 defined over I, such that Is there an E’ defined over F, such that

— E'7?
2-isogenous E—F'?
(-isogenous

= We detect Z[/—p] — End(E’).

16 /21



Starting point of this ongoing work

From now on, this is joint work with Maria Corte Real Santos, David Jao, Joseph Macula, Michael
Meyer, Travis Morrison, and Eli Orvis.

SuperSolver Detection

Delfs-Galbraith Detection

For some ¢ such that cost, < cost,.

P
Is there an E defined over I such that Is there an E’ defined over F, such that

— E'7?
2-isogenous E—F'?
(-isogenous

= We detect Z[/—p] — End(E’).

= We detect Z[+/—p] — End(E’).

16 /21



Starting point of this ongoing work

From now on, this is joint work with Maria Corte Real Santos, David Jao, Joseph Macula, Michael
Meyer, Travis Morrison, and Eli Orvis.

SuperSolver Detection

Delfs-Galbraith Detection

For some ¢ such that cost, < cost,.

P
Is there an E defined over I such that Is there an E’ defined over F, such that

— E'7?
2-isogenous E—F'?
(-isogenous

= We detect Z[/—p] — End(E’).

= We detect Z[+/—p] — End(E’).

More general configuration:

’ "
f1-isogenous ~ {z-isogenous

16 /21



Starting point of this ongoing work

From now on, this is joint work with Maria Corte Real Santos, David Jao, Joseph Macula, Michael
Meyer, Travis Morrison, and Eli Orvis.

SuperSolver Detection

Delfs-Galbraith Detection

For some ¢ such that cost, < cost,.

P
Is there an E defined over I such that Is there an E’ defined over F, such that

— E'7?
2-isogenous E—F'?
(-isogenous

= We detect Z[/—p] — End(E’).

= We detect Z[+/—p] — End(E’).

More general configuration:

’ "
{1-isogenous ~ {>-isogenous

Interesting detection:
m Is E’ defined over F,? = We detect Z[/—p] — End(E’)

16 /21



Starting point of this ongoing work

From now on, this is joint work with Maria Corte Real Santos, David Jao, Joseph Macula, Michael
Meyer, Travis Morrison, and Eli Orvis.

SuperSolver Detection

Delfs-Galbraith Detection

For some ¢ such that cost, < cost,.

P
Is there an E defined over I such that Is there an E’ defined over F, such that

— E'7?
2-isogenous E—F'?
(-isogenous

= We detect Z[/—p] — End(E’).

= We detect Z[+/—p] — End(E’).

More general configuration:

’ "
{1-isogenous ~ {>-isogenous

Interesting detection:
m Is E’ defined over F,? = We detect Z[/—p] — End(E’)
m Is E” defined over F,? — We detect Z[/—p] — End(E")

16 /21



Starting point of this ongoing work

From now on, this is joint work with Maria Corte Real Santos, David Jao, Joseph Macula, Michael
Meyer, Travis Morrison, and Eli Orvis.

SuperSolver Detection

Delfs-Galbraith Detection

For some ¢ such that cost, < cost,.

P
Is there an E defined over I such that Is there an E’ defined over F, such that

— E'7?
2-isogenous E—F'?
(-isogenous

= We detect Z[/—p] — End(E’).

= We detect Z[+/—p] — End(E’).

More general configuration:

’ "
{1-isogenous ~ {>-isogenous

Interesting detection:
m Is E’ defined over F,? = We detect Z[/—p] — End(E’)
m Is E” defined over F,? — We detect Z[/—p] — End(E")
mls E” ~ E'(P)? = We detect Z[+/—l2p] — End(E’)
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For some primes {1, {2, there exists a precomputable polynomial Ry, ¢, (X,Y) € Z[ X, Y] such
that

Rey e, J(E), Y) has an Fp-rational root < . : Z[w]| — End(E) is a primitive orientation,

where w € {y/—p, %—77 V—lap, 1+v;€zp’g1F7gl 1+\2/jp751@, ‘0 1+V;lTp}'

Remarks: it also gives an oriented curve by Z[+/—p] (Delf-Galbraith) or Z[+/—¢2p] ("New")
The latter corresponds to E E’ E'P) ie. 3p: E' — E'P) st. degp = 0s.

£1-isogenous ~ {>-isogenous

Thus, the explicit orientation is Z[+/—plz] < End(E’),/—pla — po .

These orientations were already studied in [CS22], where the question of such Generalized
Delfs—Galbraith algorithms is raised.
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consider.
New problems
m The previous metric is no longer suitable.

« e . .__ # of multiplications over [, at each step
In SuperSolver, we minimize cost := 7 of nodes inspected

, SO

# of curves over Fpz . |
is minimal.

# of multiplications over F,, in Step 1 = cost -
# of curves over F,
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What about the memory?
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What about the memory?
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with L a generating set of CI(Z[w]).
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(store the path as an ideal a)
m Store the last curve E”
m Walk from E’ until
reaching the stored curve E”
(store the path as an ideal b)

s &b

\ H Let v SSZ[w] — L,
v e with L a generating set of CI(Z[w]).
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. H H /
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Let's adapt low-storage algorithms to this context [GHS02; GS13].
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