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-wPRF F: X — {0,1}
OT-correlated v/

- CPREF for F} and F,

Secure v/
Precomputable
, k [w/D,QF key]
y = (Fi(2)=" , CPRF( 0 z))
b T
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PRFs from Ring LWE

(Ring R)

e Master Secret Key:

msk : = ((k1,...,kn) < R}, s,a < Ry)
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PRFs from Ring LWE

P {0,1}” XR;’—>RQ
(Ring R)
e Master Secret Key:

$

msk : = ((k1,..., k) <$—RZ, s,a < Ry)

binary

e Evaluationon Z = x1,x9,..., 2, :

Flok (515) := |as- P (5:’, %)]2
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PRFs from Ring LWE

P {0,1}” XR;’—>RQ
(Ring R)
e Master Secret Key:

$

msk : = ((k1,..., k) <$—RZ, s,a < Ry)

binary

e Evaluationon Z = x1,x9,..., 2, :

Fra (3) := |as- P (;7; 2)12 (Y €R,: |Y]s=|Y-(2/q)])
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PRFs from Ring LWE

P:{0,1}" x R} — R,  (withrange invertible in R)
(Ring R)
e Master Secret Key:

$

msk : = ((k1,..., k) <$—RZ, s,a < Ry)

binary

e Evaluationon Z = x1,x9,..., 2, :

Flok (515) := |as- P (5:’, %)]2

No-Evaluation Security

as + e looks random
(Ring LWE)
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PRFs from Ring LWE

P:{0,1}" x R} — R,  (withrange invertible in R)
(Ring R)
e Master Secret Key:

$

msk : = ((k1,..., k) <$—RZ, s,a < Ry)

binary

e Evaluationon Z = x1,x9,..., 2, :

Fs (#) :=RO( las - P (k)12

No-Evaluation Security

as + e looks random
(Ring LWE) Full security via Random Oracle
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A Constrained PRF

from
Secret-Power Ring LWE



Constrained PRFs from Secret-Power Ring LWE

(Ring R)

e Master Secret Key:
invertible

msk : = ((k1,..., k) <$—RZ, E,a(qu)

binary

e Evaluationon Z = x1,x9,..., 2, :

Fok (:E) := |as - P (5, E/s)b
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor z ¢ {0,1}"?
msk : = ((kl,...,kn) ha Ry, s,a <j Rq)
binary
e Evaluationon z = I$1,ZE2,A. . .,wn\ :

Fok (:E) := |as - P (5, E/s)b
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor z ¢ {0,1}"?
s $ Let Z: E — 8-z
msk : = ((k1,...,kn) < Ry, 5,0 + R,)
binary
e Evaluationon z = I$1,ZE2,A. . .,wn\ :

Fok (:E) := |as - P (5, E/s)b
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor z ¢ {0,1}"?
$ $ Let Z: k) — S Z
msk : = ((k1,...,kn) < Ry, 5,0 + R,)

-as-P(i,E/s) :as-P(zE,Z/s—FZ)

binary

e Evaluationon Z = x1,x9,..., 2, :

Fok (:E) := |as - P (5, E/s)b
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckcanevaluateonall Z iffP (_’ Z) =0 (P:{0,1}" x R — R,) 1
(Ring R) “P(Z,Y) szY’
e Master Secret Key: ° Constralned Keyfor z € {0,1}"?

LetZ:k)—sz
msk : = ((k1,...,k )<—R",sa<—R)

binary -as-P(i,E/s) :as-P(zE,Z/s—FZ)

e Evaluationon Z = x1,x9,..., 2, :

Fr (Z) := |as - P(x k/s)}

Mahshid Riahinia Post-Quantum PK-PCFs for Oblivious Transfer



Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckcanevaluateonall Z iffP (_’ Z) =0 (P:{0,1}" x R — R,) 1
(Ring R) “P(Z,Y) szY’
e Master Secret Key: ° Constralned Keyfor z € {0,1}"?

let { =k — 52
msk : = ((k1,...,k )<—R",s a(—R)
binary -as-P(i,k/s) :as-P(:E,K/s+Z>

r N t y

. — — (2

e Evaluationon £ = z1,22,..., 2, : — as - 2 :pi(g/s+g)
—

Fr (Z) := |as - P(x k/s)}
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckcanevaluateonall Z iffP (_’ Z) =0 (P:{0,1}" x R — R,) 1
(Ring R) “P(1,Y) szw
e Master Secret Key: ° Constralned Keyfor z € {0,1}"?

LetZ:k)—sz
msk : = ((k1,...,k )<—Rn,sa<—R)

-as-P(i,E/s) :as-P(:E,Z/s—FZ)

binary
r A \ t .
e Evaluationon & = x1,%2,...,T, : :as-Zpi(Z/s—FZ)l
=0
1
Fmsk( ) las - P(x k/s)} —as- P (&,2) +as- —(--)

S
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckcanevaluateonall Z iffP (_’ Z) =0 (P:{0,1}" x R — R,) 1
(Ring R) “P(1,Y) szw
e Master Secret Key: ° Constralned Keyfor z € {0,1}"?

let { =k — 52
msk : = ((k1,...,k )<—Rn,s a(—R)
binary -as-P(i,k/s) :as-P(:E,K/sH—Z)

i _)—, \0 - = 1 - — -
e Evaluationon Z = 1, %a,...,Z, : —as-P(%,7) +as- —Q (m,z,l/s,f)
s

Fr (Z) := |as - P(x k/s)}
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckcanevaluateonall Z iffP (_’ Z) =0 (P:{0,1}" x R — R,) 1
(Ring R) “P(Z,Y) szY’
e Master Secret Key: ° Constralned Keyfor z € {0,1}"?

LetZ:k)—sz
msk : = ((k1,...,k )<—R",sa<—R)

binary -as-P(i,E/s) :as-P(zE,Z/s—FZ)

e Evaluationon Z = z1,29,...,2, : = as.P({c’,fz’) +a-Q (;E,Z, 1/s,£>

Fr (Z) := |as - P(x k/s)}
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckcanevaluateonall Z iffP (_’ Z) =0 (P:{0,1}" x R — R,) 1
(Ring R) “P(1,Y) szw
e Master Secret Key: ° Constralned Keyfor z € {0,1}"?

LetZ:k)—sz
msk : = ((k1,...,k )<—Rn,sa<—R)

binary -as-P(i,E/s) :as-P(:E,Z/s—FZ)

e Evaluationon Z = z1,29,...,2, : = as.P({c’,fz’) +a-Q (;E,Z, 1/s,£>

Fr (Z) := |as - P(x k/S)W :as'P(f’Z)+zt:qi°a<%)i
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckcanevaluateonall Z iffP (_’ Z) =0 (P:{0,1}" x R — R,) 1
(Ring R) “P(1,Y) szw
e Master Secret Key: ° Constralned Keyfor z € {0,1}"?

LetZ:k)—sz
msk : = ((k1,...,k )<—Rn,sa<—R)

-as-P(i,E/s) :as-P(:E,Z/s—FZ)

binary
e Evaluationon Z = ,acl,:cz, .. .,wn\ : — as - p({c”g) +a-Q (5,5" 1/5,Z>
Fr (Z) := las- P (x k/s)} — as - P(Z,%) + Zq" : a(—)
P S

If P(Z,Z) =0
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckcanevaluateonall Z iffP (_’ Z) =0 (P:{0,1}" x R — R,) 1
(Ring R) “P(Z,Y) szY’
e Master Secret Key: ° Constralned Keyfor z € {0,1}"?

LetZ:k)—sz
msk : = ((k1,...,k )<—R",sa<—R)

binary -as-P(i,E/s) :as-P(zE,Z/s—FZ)

e Evaluationon Z = ,acl,:cz, .. .,wn\ : —as- P (Zc’,,‘z’) +a-Q (;E,Z, 1/5,Z>
isa polynom:al Ly I\
F p( % ) _____________ in1/s. | g PR S
mSk( ) las- P(Z,k/s )2 (rounded mod 2) asP (x’z)+qu T\
when P(x,z)=0
If P(Z,2) =0
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckcanevaluateonall Z iffP (_’ Z) =0 (P:{0,1}" x R — R,) 1
(Ring R) “P(Z,Y) szY’
e Master Secret Key: ° Constralned Keyfor z € {0,1}"?

LetZ:k)—sz
msk : = ((k1,...,k )<—R",sa<—R)

binary -as-P(i,E/s) :as-P(zE,Z/s—FZ)

e Evaluationon Z = x1,x9,..., 2, : —as- P (Zc’,,‘z’) +a-Q (;E,Z, 1/5,Z>
is a polynomial Ly

Finse (2) = Las P(w k/ 3)1 "'('ié'c'jdhdnelj/fnod 2) :‘?.'?_““P'-'(:c.,_g)_}rquié.a<§)

when P(x,z)=0
If P(Z,Z) =0

dependson %, Z, ¢
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor zZ € {0,1}":
5 s let f=Fk—s-%
msk : = ((k1,...,kn) < Ry, 5,0 + R,)
binary
e Evaluationon z = I$1,ZE2,A. . .,wn\ :

Fok (:E) := |as - P (5, E/s)b
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor zZ € {0,1}":

msk : = ((k1,..., k) <$—RZ, s,a(qu)

0
=
1
|
~ N
PN
|

a-(1/s i—l—ei) ,Z)
binary ( / ) ic[0,t—1]

e Evaluationon Z = x1,x9,..., 2, :

Fok (:E) := |as - P (5, E/s)b
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor zZ € {0,1}":

LetZ:k)—sz

msk::((kl,...k)<—Rn,sa<—R) . .
ck; := [ £, (.AZ- =a-(1/s)2—|—ei) ,Z)
binary ic[0,t—1]
e Evaluationon Z = ,acl,:cz, . .,acn\ : e Constrained Evaluation:
Find c’s such that
t
Fin () = las - P (&,%/s)]: P(3,/5+3) = P(3,2) + Y a(l/s)
=1
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor zZ € {0,1}":
$ $ Let Z: k) — S Z
msk::((kl,...,kn)<—RZ, s,a < Ry) . . .
ck; := [ £, (.AZ- =a-(1/s)2+ei) ,z)
binary ic[0,t—1]
e Evaluationon Z = ,acl, Ty acn : e Constrained Evaluation:
Find cs such that symbolic variable
- S 7 . t
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor zZ € {0,1}":
$ $ Let Z: k) — S Z
msk::((kl,...,kn)<—RZ, s,a < Ry) . . .
ck; := [ £, (.AZ- =a-(1/s)2—|—ei) ,z)
binary ic[0,t—1]
e Evaluationon Z = ,acl, Ty acn : e Constrained Evaluation:
Find cs such that symbolic variable
- S 7 . t
o —
Output | Y ¢; - A;l2
i=0
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor Z € {0,1}"
. . let { — k — 5. 2
msk : = ((k1,...,kn) < Ry, s,a < R,) . . .
ck; := [ £, (Aiza-(l/s)z—l—ei), ,z)
binary ic[0,t—1]
e Evaluationon Z = ,acl, Ty acn : e Constrained Evaluation:
Find c’s such that symbolic variable
- ! 15
Frsk (Z) := as-P(i,k s) Equal when Lo ) Lo
ms ( ) L / —|2 P(x.2)=0 P (az,f/S—l— Z) =P (.’E,Z) + Zlcz(]_/'S)Z
......... 1 =
Output | Y ¢; - A;l2
i=0
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor zZ € {0,1}":
Let Z: k) — 8-z
msk::((kl,...k)<—Rn,sa<—R) . .
cke:= (2 (Aiza-(l/s)z—kei) ,z)
binary ic[0,t—1]
e Evaluationon Z = ,acl, Ty acn : e Constrained Evaluation:
Find c’s such that symbolic variable
F, as - P(x k s) Equal when L A S o : ;o\ i
s (Z) = | /s)]2 P(x,2)<0 P (a:,f/S+ z) = P (Z,%) + Zcz(l/S)
g error smah ...... - =
Output | Y ¢; - A;l2
i=0

Mahshid Riahinia Post-Quantum PK-PCFs for Oblivious Transfer



Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1
(Ring R)
e Master Secret Key: e ConstrainedKeyfor zZ € {0,1}":
small small L.
let / =k —s5-Z small
5
msk : = ((kl,.g.,kn) <$—RZ, E,a(—Rq) . .
ck == (f, (Ai —a-(1/s) + ei) ,z)
binary ic[0,t—1]
e Evaluationon Z = ,acl, Ty wn : e Constrained Evaluation:
Find cs such that symbolic variable
- ! 15
Frsk (Z) := as-P(i,k s) Equal when Lo ) Lo
e () 2= | o)1 P(x,z)=0 P(“”f/i?j* z) = P(Z,2) +Zcz(1/5)z
& ll ...... i1 i=1
error sma
Output | Y ¢; - A;l2
i=0
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1

(Ring R)

Master Secret Key :
small

msk : = ((k1,..., k) <$—RZ, E,a(qu)

binary

Evaluationon Z = z1,s,..., 2, :

Fok (:E) := |as - P (5, E/s)b

No-Evaluation Security

as + e looks random given (a . (1/3)i + ei) .
1

(Secret-Power Ring LWE)

Mahshid Riahinia

Constrained Key for z € {0,1}":
Let Z: k) — S Z

ck == (E’, (Ai —a-(1/s) + e,.) z)

icl0,t—1]

Constrained Evaluation:

Find ci’s such that

P(3,{/S+2) = P(#,2) + > a(1/9)
“t‘il —

Output | Y ¢; - A;l2
i—0

symbolic variable
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Constrained PRFs from Secret-Power Ring LWE

[Constraint: ckycanevaluateonall Z iff P (Z,z) = 0 (P:{0,1}" x R — R,) 1

(Ring R)

Master Secret Key :
small

msk : = ((k1,..., k) <$—RZ, E,a(qu)

binary

Evaluationon Z = z1,s,..., 2, :

Fok (:E) := |as - P (5, E/s)b

No-Evaluation Security

as + e looks random given (a . (1/3)i + ei) .
1

(Secret-Power Ring LWE)

Mahshid Riahinia

Constrained Key for z € {0,1}":
Let Z: k) — S Z

ck == (E’, (Ai —a-(1/s) + e,.) z)

icl0,t—1]

Constrained Evaluation:
Find ci’s such that

P(3,{/S+2) = P(#,2) + > a(1/9)
- —
Output | Y ¢; - A;l2
i=0
Full security via random oracle

symbolic variable
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Our PK-PCF =
Our CPRF from secret-power RLWE
+ Goldreich-Applebaum-Raykov weak PRF ([60l00,AR16])
+ public-key setup a la succinct HSS ([ARP24])

Work Post- OT Variant | Key-Size OT/sec
Quantum
[OSY21] X oT small 1
[BCMPR24] X oT small 30k
[CDDKS24] \/ List OT 5.5MB 1.2M
\/ oT 567 MB 540-1k
This Work
\/ oT 200 MB 190-450k

All works use random oracles
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Efficient Public-Key PCF for OT Correlations

from Lattices
Thank Youl

Efficient
cIen PK-PCF for OT

Secret-Power Ring Pseudorandomly Constrained
Learning with Errors » PRF » rcrforor 2 from

Secret-Power RLWE
CPRF for precomputable obtained via
(w)PRFs and their complement succinct HSS
techniques
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GAR wPRF
as
a constraint



—  GAR weak PRF

where

XOR,-MAJ; (b1, ..., berr) = XOR,, (b1, ..., bs) ® MAJ (be i1, ..., besr)

Goldreich-Applebaum-Raykov weak PRF [cotoo 1]

F (%,2) = XOR,-MAJ, (Z[z1],..

ze{0,1}", 2 € {0,1}""

L Z[Teir]) € {0,1}
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Goldreich-Applebaum-Raykov weak PRF [cotoo 1]

—  GARweak PRF Ze{0,1}", % € {0,1}"""

F (%,Z) = XOR-MAJ; (Z[z1],...,Z[sss]) € {0,1}

where

We find two polynomials P and Pover Rguch that

P..(%,Z) =0 < F(Z,%) = 0/\/ Degree 0(k+1)

P, (7)) =0 < F(2,7) =1
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