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* Thanks to Wouter Castryck for inspiring parts of these slides.



Summary

* A series of recent papers propose post-quantum cryptosystems based on
- Veronese threefolds (key exchange, [2023, Tullio, Gyawali])
- Veronese surfaces (key exchange, [2025, Alzati, Tullio, Gyawali, Tortora])
- secants of Grassmannians (signature, [2023, Tullio, Gyawali])
in , I.e., they are given up to a secret projective transformation T'.

* All these schemes can be broken in classical polynomial time by the

* |n this talk, we focus on the key exchange protocol from Veronese threefolds
as an example.



Background



Projective varieties

* Let k be a field, the P! = (k"*t1\{0})/~ where
|xg: X101 %, ] ~[Axg: Axq: - Ax, ] forany A € k™.

A X c P} isthe common zero set of homogeneous
polynomials Fy, -+, F. € k[xg, X1, -+, Xn].

e X = V(Fl, FZJ”.IFT') — {[XO:X]_: '":Xn] (S P;g | Fi(xo,xl,'“,xn) — O,V l}
The of Xis
I(X) — {F € k[xo;xl;”’;xn]hom | F(p) — O,Vp € X}



Projective equivalence

Two varieties X, X' < P™ are projectively equivalent if
X' =T(X)€P" for T € PGL, (k).

The projective equivalence problem is to find T given equations for X, X".

* letlI(X) = (F, -+, F), I(X") = (F{, ... F),
« findS € GL,.(k),T € PGL, (k) such that
system of non-linear
Fi\ _ S FpeT™? equations in many
F:, Fro’:I’_l variables

The group PG (X) of projective auto-equivalences is the group of
automorphisms of P" that sends X to itself. l.e.,

PG(X) ={T € PGL,,,(k)| T(X) = T}.



Veronese varieties

The d-fold Veronese embedding of P" is
d..d—1

vd : PT (—) Pn, [xo:xl:...:xr] |_) [xo:x xl:.,,.

The image v;(P") is called a

Zo Z1 22 Z3 Zy Zj

| | | | | |
- P2 P>:ix:y:z]lo[x%: xy:ixz:y?:yz: z?]
- definingideal: (zgz3 — 2%, ZgZy — 2123, Z1Z4 —

2 2
ZyZ3,Z1Zs — ZpZ4, Z3 —ZoZs, Zy —Z3Zs)

Vz(PZ)



Projective auto-equivalences for Veronese
varieties

X0 X0
* itisachange of coordinates <x1> - A (’“)

Xy

- thisinduces a change of coordinates of span,{xJ,x$ 1xy,---, x2}

* leading to a change of coordinates of P"
(i.e., M € PG(v ;(P"),k) € PGL,,,,(k))



Lie algebra

A over k is a vector space g with a bilinear operator [-,:] : g X g— g
such that
|x,x] =0,

1x, [y, z]] + [Z, [x, y]] + [y, |z, x]] = 0. (Jacobi identity)

Examples:
= M, (k), together with the bilinear operator [A, B] = AB — BA.

= trace-zero matrices in M, (k), with the same bilinear operator



Lie algebra of varieties

Consider a variety X c P™ over k, its Lie algebra g(X, k) is a subalgebra of
91n+1(k):
* canthink of a matrix 4 € gl,,;;(k) as a in P"

a(X, k) consists of those A for which this vector field is toX £

* in terms of equations:

»>write A = (a; ;) and I(X) = (F, F, -+, F.)
0F;

> F,((I +eA)x) =F(x) + ¢ Zz,l=15_,%ak,lxl + 0(e%)



lgebra of Veronese varieties

Lie a

Recall that we saw the defining ideal of v, (P?) is

2 2 2
(ZoZ3 — Z{, ZoZy — Z1Zp, Z1Zy — ZpZ3,Z1Zs — ZpZy, Z5 —ZoZs, Zy —Z3Zs).

One can calculate that g,, p2y is the span of

91r+1

~

g(vq(P"))



Key exchange from
Veronese threefolds



Intuition

* Sp isthe image of the standard Segre embedding s, 4
P' X P P2: ([xo: x4], [yo: ¥1]) = [X0Yo: X1¥1: XoV1: X1 Y0,
defined by the equation inP3.

* Alice chooses a secret automorphism
(pA Of P3, let SA —_ (pA(Sp).
Bob chooses a secret automorphism
(pB Of P3, let SB —_ (pB(SP)’

* The intersection $4 N S is an elliptic
curve and itS iS the Sha red what Alice computes

secret.

what Bob computes



Set up

secretly embed P> as a Ve =T ovy(P3) & P by
choosingT € PGL;, 44 (F)

each of the n components of (v © 51 1)([Xo: X1], [Vo: ¥1]) is a degree 2d monomial
expression in xy, X1, Yo, y1 thatis of degree d in xy, x; and degree d in y,, y4

d.,.d
Xo0Yo

(va © s11) (Lor 1], [yo: 1) = 211 ( ‘ d) with 24 1 ; € {0,1}*(@+D?

X1YV1

reveal how Sp sits in P" via vy := T o v, by giving the matrix Xp =T - 2411

generate bunch of matrices M, M, -, M, € PG(VT, Fq).

pp = (Z’P)MllMZi '"'Mk)



Key generation

» Alice samples secret A = M;* - Mj? - - M, *
let &, denote the corresponding automorphism (®, : P* - P", fixes V;)
* by construction, there exists some ¢4, automorphism of P> such that
Dyovyr =vro@y
* 2, = A-Xpencodesthe embedding®, ovyos;; = Vro@yos;;.
« compute H,, a hyperplane containing v (¢ 4(Sp))

can be done by sampling a random non-zero vector in the left kernel of 2,4

Similarly, pkg = Hj, skg = (eq, e, €r,).



Obtaining a shared secret

what Alice computes what Bob computes

. . . t
she computes the preimage of Hg in P> via her secret key ;Z::r;eefers for
itis a surface containing ¢ 1(Sg) NISTH:
. . ~1 q = 21?8 4+ 51,
she computes the intersection Sp N surface (2 ¢, (Sg)) g =14

it is a curve of bidegree (d, d), and it contains a component of
bidegree (2,2)

such a componentis likely uniqgue whend > 4



Attacking the scheme



Recovering any T' is enough

(recall Vo = T (v (P3)))

T'T-1e PG(V;)
let ¢ € PGL3(F;) that corresponds to T'T~1, then an attacker can compute

and obtain the shared secret as Alice (Bob) would.



Defining ideal of V.

* Itis known that the ideal of v (P3) is generated by O(d”6) quadratic
binomials, hence I(V;) is generated by O(d”6) quadratic polynomials.

* One can sample points on V; using the knowledge of S, and
automorphisms M, M,, ---, M,

* Find generating polynomials using interpolation data.

Sp CVr



The Lie algebra method



Overview

Let X c P", X' = T(X), then
a(X, k) - g(X',k):M - TMT ! is anisomorphism of Lie algebras.

Can we recover T from an isomorphism of g(X, k) - g(X', k)?
[de Graaf, Harrison, Pilnikova and Schicho, 2006,Q]

1) compute the Lie algebras g(X, k), g(X’, k)

2) find a Lie algebra isomorphism ¢: g(X, k) - g(X', k)

3) using linear algebra, find the matrices T € GL,,,(k) such that
TMT~1 = @(M) or, equivalently, TM = (M) T

and identify a T that defines a projective transformation mapping X to X'.

(We work with finite field F; in what follows.)



Computing the Lie algebra

LetX c PN and I(X) = (F,,F,, -, E)

(assume F; are of the same degree (= m) for simplicity)

N +m

>leth=( -

) — diqu[xo, '”;xN]m

» compute a free family of linear forms (f;, -+, fp—,) on | X0,

s.t. spang, (Fy,---,E) = ﬂflz_lm ker(f;)

» compute a basis of the solution space of the linear system
OF
B

fa(kllakla l)=0,1SaS ,1Sﬁ$



The Lie algebra isomorphism forveronese

threefolds
N=3+1

: a Lie algebra g isomorphic to gly(F,) (N = 2)

: anisomorphism @: g — gIN(Fq)

Lete; ; (i,j = {1,---,N}) be the standard
F,-basis of gIN(Fq)
gIN(Fq) = dlagN(Fq) Dixj < e ;>

Can be characterized as “eigenspace” of the map
¢ijilie11 + -+ Ayeyn P A — 4
In the sense that
[h, ei,]-] = qbl-’j(h)ei,j forh € dlagN(Fq)



The Lie algebra isomorphism forveronese

threefolds
N=3+1

: a Lie algebra g isomorphic to gly(F,) (N = 2)

: anisomorphism @: g — gIN(Fq)

Lete; ; (i,j = {1,---,N}) be the standard
F,-basis of gIN(Fq)

QIN(Fq) = Dz * split Cartan subalgebra

Can be characterized as “eigenspace” of themap__° footsystem
e+t Aveyny P A — A
in the sense that
|he; ;| = ¢ j(R)e; ; for h € diagy(F,).

* rootspace



The projective equivalence

s an isomorphism ¢ of Lie algebras g(v4 (P"), Fq), s(Vr, Fq) C glyt1 (Fy)
necessarily induced by an automorphism in PGL;, 14 (F;)?

. v.(PT JE ) = gl F
g( a(P") CI) g’"“( q) 1) try to use linear algebra to find

o Aut™® (gIrH(Fq)) ={M - T € GL,,,(k) such that
B™'MB| B € PGLy41(Fp)} TMT! = @(M) for a basis of
e Aut (gITH(Fq)) / Autt™ (gIrH(Fq)) a(va(P), Fq)

2) if no solution, then correct ¢

can be written down explicitly , ,
with an outer automorphism



Conclusion



Conclusion

on three protocols based on disguised classical
varieties.

e Attacks are based on , which itself could be an
interesting cryptographic tool for other schemes.
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