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Context

Dilithium is a signature algorithm recently standardized by NIST under the name ML-DSA.

Dilithium is recommended for calculating signatures in most use cases.

It is necessary to study the security of embedded implementations. The security of Dilithium against side-

channel attacks (SCA) and fault attacks (FA) must be carefully evaluated.

𝒎 → → 𝝈𝒎
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Simplified Dilithium

Dilithium uses two rings: 

𝐴, 𝑡, 𝑠1, 𝑠2 𝐴, 𝑡

With: 𝒏 = 𝟐𝟓𝟔 and 𝒒 = 𝟖𝟑𝟖𝟎𝟒𝟏𝟕
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𝐴, 𝑡, 𝑠1, 𝑠2 𝐴, 𝑡

𝜶 an even integer that divides 𝒒 − 𝟏 and:

𝒓 = 𝒓𝟏𝜶 + 𝒓𝟎 𝒘𝒊𝒕𝒉 𝒓𝟎 = 𝒓𝒎𝒐𝒅± 𝜶 𝒂𝒏𝒅 𝒓𝟏 =
𝒓 − 𝒓𝟎
𝜶

Possible values of 𝒓𝟎 are in −
𝜶

𝟐
+ 𝟏,… , 𝟎,… ,

𝜶

𝟐

Possible values of 𝒓𝟏𝜶 are in 𝟎, 𝜶, 𝟐𝜶,… , 𝒒 − 𝟏

One note:

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝒓, 𝜶 = 𝒓𝟏 and 𝑳𝒐𝒘𝑩𝒊𝒕𝒔𝒒 𝒓, 𝜶 = 𝒓𝟎

Simplified Dilithium

Dilithium uses two rings: 

With: 𝒏 = 𝟐𝟓𝟔 and 𝒒 = 𝟖𝟑𝟖𝟎𝟒𝟏𝟕
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𝐴, 𝑡, 𝑠1, 𝑠2 𝐴, 𝑡

𝒓 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝒓, 𝜶 × 𝜶 + 𝑳𝒐𝒘𝑩𝒊𝒕𝒔𝒒(𝒓, 𝜶)

Simplified Dilithium

Dilithium uses two rings: 

With: 𝒏 = 𝟐𝟓𝟔 and 𝒒 = 𝟖𝟑𝟖𝟎𝟒𝟏𝟕
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𝐴, 𝑡, 𝑠1, 𝑠2 𝐴, 𝑡

(𝑀, 𝜎 = (𝑐, 𝒛))
By definition of z: 

𝑨𝒛 − 𝒄𝒕 = 𝑨𝒚 − 𝒄𝒔𝟐

𝒚 is chosen such that: 

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚, 𝟐𝜸𝟐 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒(𝑨𝒚 − 𝒄𝒔𝟐, 𝟐𝜸𝟐)

Rejection

𝑩𝝉 is the set of elements of 𝑹 that have 𝝉 coefficients 

equal to -1 or 1 and the rest equal to 0. 

Simplified Dilithium
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By definition of z: 

𝑨𝒛 − 𝒄𝒕 = 𝑨𝒚 − 𝒄𝒔𝟐

𝒚 is chosen such that: 

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚, 𝟐𝜸𝟐 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒(𝑨𝒚 − 𝒄𝒔𝟐, 𝟐𝜸𝟐)
𝐴, 𝑡, 𝑠1, 𝑠2 𝐴, 𝑡

(𝑀, 𝜎 = (𝑐, 𝒛))

Bob can recompute 𝒘𝟏:

𝐰𝟏 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚, 𝟐𝜸𝟐
= 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 − 𝒄𝒔𝟐, 𝟐𝜸𝟐
= 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕, 𝟐𝜸𝟐
= 𝒘𝟏

′

Simplified Dilithium

Rejection

𝑩𝝉 is the set of elements of 𝑹 that have 𝝉 coefficients 

equal to -1 or 1 and the rest equal to 0. 
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Sig Rejet
𝝈𝑴 𝝈𝑴𝑴

Dilithium

How does rejection sampling impact Dilithium's security?

Simplified Dilithium
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Sig
𝝈𝑴 𝝈𝑴𝑴

Dilithium

Rejet

Simplified Dilithium

How does rejection sampling impact Dilithium's security?
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Natural question: What is the impact of rejection?

The signature (𝒄, 𝒛) is not valid and rejected by Ver. One has:

| 𝑳𝒐𝒘𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 − 𝒄𝒔𝟐 ቚ
∞
≥ 𝜸𝟐 − 𝜷

𝐰𝟏 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚, 𝟐𝜸𝟐 ≠ 𝒘𝟏
′ = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒(𝑨𝒚 − 𝒄𝒔𝟐, 𝟐𝜸𝟐).
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Natural question: What is the impact of rejection?

The signature (𝒄, 𝒛) is not valid and rejected by Ver. One has:

| 𝑳𝒐𝒘𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 − 𝒄𝒔𝟐 ቚ
∞
≥ 𝜸𝟐 − 𝜷

𝐰𝟏 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚, 𝟐𝜸𝟐 ≠ 𝒘𝟏
′ = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒(𝑨𝒚 − 𝒄𝒔𝟐, 𝟐𝜸𝟐).

Two possible scenarios:  

Scenario n°1 : 

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 𝒊, 𝟐𝜸𝟐 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 − 𝒄𝒔𝟐 𝒊, 𝟐𝜸𝟐 + 𝟏

Scenario n°2 : 

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 𝒊, 𝟐𝜸𝟐 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 − 𝒄𝒔𝟐 𝒊, 𝟐𝜸𝟐 − 𝟏
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Scenario n°1 : 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 𝒊, 𝟐𝜸𝟐 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 − 𝒄𝒔𝟐 𝒊, 𝟐𝜸𝟐 + 𝟏.

The coefficient of 𝒄𝒔𝟐 𝒊 is positive, and we even have: 𝒄𝒔𝟐 𝒊 ≥ 𝜸𝟐 − 𝑳𝒐𝒘𝑩𝒊𝒕𝒔𝒒( 𝑨𝒛 − 𝒄𝒕 𝒊, 𝟐𝜸𝟐).

Natural question: What is the impact of rejection?
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𝒄 ∈ 𝑹 is a public polynomial, with coefficients in {-1,0,1}, so one obtain inequations:

−𝟏 × 𝒔𝟐 𝟏𝟎 + 𝒔𝟐 𝟔𝟖 −⋯+ 𝒔𝟐 𝟓𝟔 ≥ 𝒃𝟏

−𝟏 × 𝒔𝟐 𝟐𝟓 + 𝒔𝟐 𝟑𝟒 −⋯+ 𝒔𝟐 𝟐𝟒𝟑 ≥ 𝒃𝟐
…

−𝟏 × 𝒔𝟐 𝟏𝟏𝟖 + 𝒔𝟐 𝟖𝟕 −⋯+ 𝒔𝟐 𝟏𝟕𝟒 ≥ 𝒃𝒌

Natural question: What is the impact of rejection?

Scenario n°1 : 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 𝒊, 𝟐𝜸𝟐 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚 − 𝒄𝒔𝟐 𝒊, 𝟐𝜸𝟐 + 𝟏.

The coefficient of 𝒄𝒔𝟐 𝒊 is positive, and we even have: 𝒄𝒔𝟐 𝒊 ≥ 𝜸𝟐 − 𝑳𝒐𝒘𝑩𝒊𝒕𝒔𝒒( 𝑨𝒛 − 𝒄𝒕 𝒊, 𝟐𝜸𝟐).
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Example for n=3 : 

Suppose all the coefficients of the key are known, except for 𝒔𝟐 𝟎, 𝒔𝟐 𝟏, 𝒔𝟐 𝟐. 

The unknowns are the coordinates of a point in −𝟐, 𝟐 𝟑 ∩ 𝒁

For 𝒔𝟐 = (2,0,1,…) : signing multiple times with the same key will produce inequalities.

Solution of inequations:

𝒙 ≤ 𝟎
𝒚 ≥ 𝟏

Solution of inequations :
𝒙 ≤ 𝟎
𝒚 ≥ 𝟏

𝒚 − 𝒛 ≥ −𝟑

Natural question: What is the impact of rejection?
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In mathematics, it is easy to solve linear systems 𝑨𝒙 = 𝒃

What about inequality systems? 𝑨𝒙 ≤ 𝒃

We use linear programming methods. These are polynomial algorithms that provide a solution to the following 

problem:

Objective: Collect enough inequalities so that 𝒔𝟐 is the only associated solution, then solve the corresponding 

(LP) system.

Natural question: What is the impact of rejection?
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If the solution is unique, it suffices to minimize the zero function.

Finding the min/max of functions 𝒙 → 𝒙𝒊, one can find the dimension of the polytope.

Exemple : All coordinates of 𝒔𝟐 are assumed to be known,

except the first 40. 

Even though 𝑷 ⊂ −𝟐, 𝟐 𝟒𝟎 the polytope is actually included in 

a square!

Natural question: What is the impact of rejection?
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We estimate the number of inequalities needed using statistics:

We collect enough signatures so that the polytope defined by the inequalities contains only 𝒔𝟐.

Conclusion: The attack illustrates the power of LP methods; we are looking for a point in the interval −𝟐, 𝟐 𝟐𝟓𝟔

and we find it in a few minutes. This also that the attack is realistic:

It is necessary to protect tests against faults.

Natural question: What is the impact of rejection?
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Hidden problems..

The Dilithium version is not complete. The public key is compressed:

𝒕 = 𝒕𝟏 × 𝟐𝒅 + 𝒕𝟎

The least significant bits of the coefficients of 𝒕 are not given, verification is no longer possible: 
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Hidden problems..

The Dilithium version is not complete. The public key is compressed. :

𝒕 = 𝒕𝟏 × 𝟐𝒅 + 𝒕𝟎

The least significant bits of the coefficients of 𝒕 are not given, verification is no longer possible: 
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Bob could recompute 𝒘𝟏 because:

𝐰𝟏 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚, 𝟐𝜸𝟐 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕, 𝟐𝜸𝟐

Bob can now compute: 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐
𝒅, 𝟐𝜸𝟐 ≠ 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐

𝒅 − 𝒄𝒕𝟎, 𝟐𝜸𝟐 .

Hidden problems..

The Dilithium version is not complete. The public key is compressed. :

𝒕 = 𝒕𝟏 × 𝟐𝒅 + 𝒕𝟎

The least significant bits of the coefficients of 𝒕 are not given, verification is no longer possible: 
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Bob can now compute: 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐
𝒅, 𝟐𝜸𝟐 ≠ 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐

𝒅 − 𝒄𝒕𝟎, 𝟐𝜸𝟐 .

Algorithm: One knows 𝒓 = 𝒓𝟏 × 𝜶 + 𝒓𝟎 and 𝒛 = 𝟎 × 𝜶 + 𝒛𝟎, 

How to find 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝒓 + 𝒛, 𝜶 without knowing 𝒛 ? 

Hidden problems..

The Dilithium version is not complete. The public key is compressed. :

𝒕 = 𝒕𝟏 × 𝟐𝒅 + 𝒕𝟎

The least significant bits of the coefficients of 𝒕 are not given, verification is no longer possible: 

Bob could recompute 𝒘𝟏 because:

𝐰𝟏 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒚, 𝟐𝜸𝟐 = 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕, 𝟐𝜸𝟐
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𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐
𝒅, 𝟐𝜸𝟐 ≠ 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐

𝒅 − 𝒄𝒕𝟎, 𝟐𝜸𝟐

Algorithm: One knows 𝒓 = 𝒓𝟏𝜶 + 𝒓𝟎 and 𝒛 = 𝟎 × 𝜶 + 𝒛𝟎 we want to find 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝒓 + 𝒛, 𝜶 without knowing 𝒛.

Hidden problems..
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𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐
𝒅, 𝟐𝜸𝟐 ≠ 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐

𝒅 − 𝒄𝒕𝟎, 𝟐𝜸𝟐

Algorithm: One knows 𝒓 = 𝒓𝟏𝜶 + 𝒓𝟎 and 𝒛 = 𝟎 × 𝜶 + 𝒛𝟎 we want to find 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝒓 + 𝒛, 𝜶 without knowing 𝒛.

Hidden problems..
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Hidden problems: The complete Dilithium
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Hidden problems: The complete Dilithium
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Hidden problems: The complete Dilithium
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Hidden problems: A status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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NIST

Hidden problems: A status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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NIST

RRB+19

Hidden problems: A status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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NIST

RRB+19

Hidden problems: A status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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EAB+23

Hidden problems: A status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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EAB+23

RJH+18

Hidden problems: A status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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EAB+23

RJH+18

WNGD23

Hidden problems: A status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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EAB+23

RJH+18

WNGD23

𝒄𝒔𝟐 𝒊 ≥ 𝜸𝟐 − 𝑳𝒐𝒘𝑩𝒊𝒕𝒔𝒒( 𝑨𝒛 − 𝒄𝒕 𝒊, 𝟐𝜸𝟐)…

Hidden problems: A status for 𝒕𝟎?

Formally, 𝒕𝟎 is part of the private key, but it is a performance optimization. The security proof considers it public, 

but what about side-channel attacks?
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How to find 𝒕𝟎 ?

The inequation ideas presented above work! Each Dilithium signature provides inequations on the coefficients 
of 𝒕𝟎.
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How to find 𝒕𝟎 ?

The inequation ideas presented above work! Each Dilithium signature provides inequations on the coefficients 
of 𝒕𝟎.



38

OPEN

Proof (idea):

𝒉 gives information about the size of 𝒄𝒕𝟎.

𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐
𝒅, 𝟐𝜸𝟐 ≠ 𝑯𝒊𝒈𝒉𝑩𝒊𝒕𝒔𝒒 𝑨𝒛 − 𝒄𝒕𝟏 𝟐

𝒅 − 𝒄𝒕𝟎, 𝟐𝜸𝟐
?

How to find 𝒕𝟎 ?

The inequation ideas presented above work! Each Dilithium signature provides inequations on the coefficients 
of 𝒕𝟎.
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Naive attack method: We try to repeat the attack as before.

How to find 𝒕𝟎 ?
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How to find 𝒕𝟎 ?

Naive attack method: We try to repeat the attack as before.

First problem:
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Naive attack method: We try to repeat the attack as before.

Second problem:

We obtain many more inequalities per signature, the (LP) problem to be solved is too complex.

How to find 𝒕𝟎 ?
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Result of the naive method:

How to find 𝒕𝟎 ?
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Idea: 

We have a complex algebraic representation ( lots of 

inequalities) of a simple geometric object (a polytope 

with a few faces).

The complexity of the LP solver depends on the number 

of inequalities:

We need to find a way to filter out useful inequalities.

How to find 𝒕𝟎 ?

Result of the naive method:
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We suppose know a radius 𝑪 and a polynomial ෥𝒕𝟎 such that 𝒕𝟎 ∈ 𝑩∞( ෥𝒕𝟎, 𝑪).

How to find 𝒕𝟎 ? Filtrations
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We show that it is possible to efficiently calculate whether an inequality is useful or not:

How to find 𝒕𝟎 ? Filtrations

We suppose know a radius 𝑪 and a polynomial ෥𝒕𝟎 such that 𝒕𝟎 ∈ 𝑩∞( ෥𝒕𝟎, 𝑪).
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We use the strategy « Collect,guess, filter, repeat. »
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How do you choose the sequence of radius? And the 

number of inequalities?

How to find 𝒕𝟎 ? Attack idea

We use the strategy « Collect,guess, filter, repeat. »
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We use statistics to verify that it is heuristically correct.

We have chosen 𝑪𝒊 = (𝟒𝟎𝟗𝟔, 𝟐𝟎𝟒𝟖, 𝟏𝟎𝟐𝟒,… , 𝟏𝟔, 𝟖) and a constant number of collected inequations: 𝟓𝟎 𝟎𝟎𝟎.

One can suppose 𝒕𝟎 know to better understand what is happening:

How to find 𝒕𝟎 ? Attack idea
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Attack result:

Without filtration: Each signatures gives ≈ 𝟓𝟎𝟎 inequations on each polynomial of 𝒕𝟎.

It would be necessary to solve a problem (LP) of approximately 𝟏𝟎𝟎 𝟎𝟎𝟎 𝟎𝟎𝟎 inequations in 𝟐𝟓𝟔 variables, 

which is difficult even for modern solvers.

How to find 𝒕𝟎 ? Results
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Conclusion: 

Linear programming tools are often used in symmetric cryptanalysis, but relatively rarely in public-key 

cryptanalysis.

By exploiting the integer decomposition algorithms in Dilithium, we obtain two results:

1. A fault attack that exploits invalid Dilithium signatures.

2. We show that Dilithium's public key can be decompressed from enough signatures generated with the same 

secret key.



Merci !

www.thalesgroup.com

www.thalesgroup.com
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