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https://www.cea.fr/

Context

m Embedded devices everywhere (approximately 19 billion today)'
m These devices manipulate secrets:

m Cryptography

m Personal data

m Intellectual property

m Malicious actors want to retrieve these secrets
m Need to study an quantize the threat: cybersecurity

1:iot-analytics.com
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System-on-Chip

m Many features packed on the same chip

m Ubiquitous in embedded systems:
m Automotive
m Avionics

m Smartphones...

SoC image source: https://microcontrollerslab.com/system-on-chip-soc-introduction/
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CPU & Assembly code

Source code Assembly code Machine code
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= A processorimplements an Instruction Set Architecture (ISA)
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= RISC-V, X86, ARM...
= (ISC and RISC
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CPU features

m Memory hierarchy
Functional units (ALU, Load/Store Unit, ...)

Pipelining

|
|
m Branch prediction
|

Program flow optimizations
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Side-Channel Attacks: general idea

= Specification:
" 4 digit password
= 124 =20 736 possibilities

= Reality:
= 4! =24 possibilities
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Side-Channels

Plaintext

Cache Attacks and Countermeasures: the Case of AES
(Extended Version)
revised 2005-11-20

Dag Arne Osvik!, Adi Shamir? and Eran Tromer®
N .arne@osvik.no
* Department of Computer Seience and Applied Mathematig
Weizmann Institute of Science, Rehovot 76100, Israel
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Abstraet. We describe several software side-channel attacks based on inter-prd
the state of the CPU’s memory cache, This leakage reveals memory aceess patters
for cryptanalysis of eryptogeaphic primitives that employ data-dependent table

SPECTRE

We discuss in detail several such attacks on AES, and experimentally demonstrate the

to real systems, such as OpenSSL and Linux’s dn-crypt enerypted partitions (in the latter case
Full key can be recovered after just 800 writes to the partition, taking 65 milliseeonds). Finally, we
deseribe several countermeasures which can be used to mitigate such attacks.
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Secret Key

Screaming Channels:
en Electromagnetic Side Channels Meet Radio Transceivers

iovanni Camurati, Sebastian Poeplau, Marius Muench, Tom Hayes, Aurélien Francillon
EURECOM

1/ ‘Modern exyptographic aigarithms have been decigned with

new side channel that affects mixed-signal  Wide range of attacks in mind and are thus hardened against the

~ widespread wireless communication protocols, such more traditional ways of breaking the sccrecy that cryptography
SBMWiFi This increasingly common type of chi is meant to provide. More recently, a lot of rescarch attention has

‘—’ dio transceives along wmgl ﬂjxhd logic S hesame therefare been foeused an sidechannel attacks. In a side-channel
In such systems, the radio transmitter may unin-  Scenario, attackers do not break the algorithm directly, but instead

badcast sensitive information from hardware crypto-  84in knowledge of the algorithm’s internal state by means of ob-

bonents or software cxceuting on the CPU. The well-  Servingiits physical implementation: whenever such knowledge is

own ic (EM) leakage from digital logic is inadver- 10t meant to be public,it can be used to undermine the algorithm’s

tently mixed with the racio carrier, which is amplified and then ~ integeity: For example, Kocher et al. showed in 1999 that observing

transmitied by the antenna. We call the resulting leak “screaming the power consungrion of a smart cand niasing an unprotected

channels”. Attacks exploiting such a side channel may succeed implementation of DES allows an attacker to guess the key, cffcc-

over a much longer distance than attacks cxploiting usual EM side tively breaking the cryptosystem [31]. Those results and related

channels. work spawned a long line of wark on side-channel attacks against
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Electromagnetic SCA

Monitor Scope

EM signal

———
 ———

Settings
A
3 axis motorized Low noise
probe amplifier
EM signal
Input values [
>
Trigger signal
Target device
m Pros: m Challenges:

m Noninvasive m Probe placementis hard
m Allows local measurements m Long measurement campaigns
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SCBD: motivation with toy example

Can | gain information on the
code by observing side-channel

leakage?

Algorithm 1: Password check toy example.

Input: input € /3°, password € /3’
Result: state correct € {true, false}

1 valid chars <« 0 —
2 dummy <«— 5 / : pizza

state «— false

4 forifrom1lto5do
5 if input[i] = password][i] then
6

L valid chars «— valid chars +1
7 else AM
8 L dummy «— dummy - 1

Input: pizza

Input: polza

A

@ m ggifﬁ;%iéés Julien Maillard (Séminaire SemSecuElec) 27/06/2025

10 state «— true

9 iIf valid chars = 5 then W

11 return state

10



SCBD vs SCA against cryptography

m Crypto SCA:
m Targets cryptographic keys
m Powerful non-profiled attacks
m Randomly sampled secrets

m Mostly varying inputs

@ m gé‘ifﬁ{fo'égs Julien Maillard (Séminaire SemSecuElec)

m SCBD:

Detect Rol in traces, reconstruct code

Often profiled attack

Dependent target variables

Low variability

High repetability

27/06/2025
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Recovery levels

Routine - Instruction-level
detection . recovery
|

Coarse-grained Fine-grained

Full
algorithm
detection

Bit-level
recovery

Functional
unit activity
detection

This presentation

What recovery levels are achievable on a SoC?
@ m ggifﬁ,rﬂéis Julien Maillard (Séminaire SemSecuElec) 27/06/2025



SCBD: General Idea

B W
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Training phase

Profiling code &

ADD ro, r1
ADDr1, 13

» Labelization

ADD r4, r5

Attack Phase

Unknown code

XORr2,r2
SUBr2,r4
MOV ro, r3

Julien Maillard (Séminaire SemSecuElec)

Learning Algorithm

XOR 2, r2

ADDr2,r4

MOV ro, r3

27/06/2025

13



SCBD Paradigms: Coarse-grained & routine detection

I
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10 rounds, 4 routines per

It’s an AES! 1 round, 16 times the same

pattern per routine...
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SCBD Paradigms: Opcode-level

ADD LDR MUL LSL LDR ADD

m Pros:
m Exploits the pipeline front-end and middle-end leakages

m Cons:
m ISA-specific
m Partial information on the instruction
m Needs to manipulate many classes

@ m Hg'fﬁ{fo'égs Julien Maillard (Séminaire SemSecuElec)
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SCBD Paradigms: Hierarchical

Level 1:
Group Arithmetic Branches
y
N
Level 2:
Opcode
y
N
Level 3:
Registers

@ m gg'fﬁ{fo'égs Julien Maillard (Séminaire SemSecuElec)

m Pros:
m Information is gained, even at top level
m Exploits leakages in all the pipeline

m Cons:
m [ISA-specific, with possibly limited coverage
m Choices are made on each branch of the tree

27/06/2025 16



SCBD Paradigms: Bit-Level

m Focuses on machine code representation
m (Mostly) exploits leakages in the pipeline front-end

ADDro, r1, 2

111 ...010

—

SUBr1, r, r2

m Pros:
m Few dependent on the ISA
m Scalable to large ISAs
m Easier to generate training datasets

@ m gé‘ifﬁ{fo'égs Julien Maillard (Séminaire SemSecuElec)

110 ...0 11

@0 3%k
m Cons:

m Front-end pipeline leakages can be slight
m Can outputinvalid instructions

27/06/2025
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SCBD: Existing work

B W

Paper Granularity | Device Method Accuracy (Test code) Accuracy (real code)
[VWGO07] | Bytecode Java Card Pattern Matching >90%
[EPW10] | Opcode PICT16F LDA + HMM 711 % 50.8%
[MMM14] | Opcode ATMEGA163 PCA + KNN 100% (39 selected opcodes)
[Str+15] Opcode PIC16F LDA, KNN, multi-positions 96.4% 87.4%
[Par+18] Hierarchical | ATMEGA328p CWT + KL-divergence 99.03%
[VMA20] | Hierarchical | PIC16F CWT + PCA, random forest 99.5% 93.3%
[VMA20] | Hierarchical | ARM Cortex-M3 | CWT + PCA, random forest 98% 80.2%
[Fen+22] Hierarchical | 32-bit RISC-V Sparse dictionary learning and MLP | 93.01% (simulation) 93.16%
[CLH19] Bit-level PIC16F LDA + QDA 95%
[Fen+22] Bit-level 32-bit RISC-V MLP 95.16% (simulation)
ggifﬁ,rfgégs Julien Maillard (Séminaire SemSecuElec) 27/06/2025 18




Research Questions

m Remarks:
m All methods have their pros and cons
m They are not mutually exclusive
m They have not been tested on complex CPU architectures
m Accuracy as an evaluation metric (what is done when imperfect?)
m Knowledge on the code is not (often) exploited

m RQ1: What type of information can be retrieved on a SoC via Side-Channel Analysis ?

m RQ2: How to efficiently combine gathered information in order to make inferences at different scales ?

@ m ggifﬁ;‘ﬁéés Julien Maillard (Séminaire SemSecuElec) 27/06/2025



Overview of contributions

Probabilistic & SASCA

models ¢

Study of SCBD
on SoC

PhD
beginning

————>

Hybrid cache EM
attacks
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on Keccaky”

A SASCA
on HQC

”

SASCA p 4
on SHA2

SASCBD on RISC-V
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Outline

1. Study of SCBD on SoC

RQ1: What type of information can be retrieved
on a SoC via Side-Channel Analysis ?

2. Probabilistic models for SCBD |

3. Conclusion & future work
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Device under test

m Digilent Zybo Z7 board

m CPU Cortex-A9:

BT

L';E G = - = : o :’—;
m Dual-core 3 sor BEUN ORLS .. A DIGILENT o
n "'_ - | o &" ‘ig_l.::=<" L ‘,‘; 3

m 667 MHz
m Superscalar

m Out-of-Order

m Dynamic branch prediction

m Cache memory (2 levels)

m ISA: ARM (32-bit) and Thumb (32/16 bits)

@ m ggifﬁ;%iéés Julien Maillard (Séminaire SemSecuElec) 27/06/2025



Mitigating noise & jitter sources

Noise [ Jitter sources Mitigation strategy

Pipelining Surround code with NOPs
Multi-issuing, Out-of-Order execution Data dependencies

Branch-prediction, memory hierarchy Code warmup

DVFS Heavy workload

Address unconsistency Store characterization code in a buffer

m ggifﬁ;%iéis Julien Maillard (Séminaire SemSecuElec)
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Instruction-level
recovery

Coarse-grained Fine-grained

Bit-level
recovery

Functional
unit activity
detection

Can we recognize the functional unit
used by an instruction sequence?

@ m ggifﬁasoiéis Julien Maillard (Séminaire SemSecuElec) 27/06/2025
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Characterization programs

[PROLOGUE]
NOP

NOP

ADD ro, 11, 1

A
0o Target code

15000

10000

&
8

Amplitude
o

-5000

-10000

—15000

Prologue

————~

NOPs

Target Instruction
Sequence

NOPs

Epilogue

-—

l

fm
I

ADD r3,r2,1 6 1000 2000 3000 4000 5000 6000
Samples
ADD 11,13, 1
NOP m 4 Functional units targeted:
m ALU
NOP s ALU/MUL
[EPILOGUE] m Barrel shifters
m Load/Store unit
g m ggifﬁ;%iéis Julien Maillard (Séminaire SemSecuElec) 27/06/2025



FU recognition: instruction sequence

m Use LDA classifier
m Investigate the spatial spreading

Core 1 Core?2

4
@

00 25 50 7’5 100 125 150 175 ' 00 25 50 1’5 100 125
1step=038mm 1step=038 mm

m ggiffnzsoiéis Julien Maillard (Séminaire SemSecuElec)
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04
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FU recognition: single instruction

[PROLOGUE]
NOP
NOP
Target instruction]‘ 1 =<

NOP

NOP

[EPILOGUE]

NOP

ADD r3, r2, rl
MUL r3, r2, rl
LDR r0, [r0, #0]
LSL r3, r2, rl

m ggifﬁ;%iéis Julien Maillard (Séminaire SemSecuElec)

Ground truth

NOP . 0.0% 0.0% 0.0% 0.0%
ADD 4 0.0% . 0.0% 0.0% 12.0%
MULq 0.0%  0.0% . 0.0% 4.0%
LDR{ 0.0% 0.0% 0.0% . 0.0%

LSLq 0.0% 21.43% 3.57% 0.0%  75.0%

NOP ADD MUL LDR LSL
Predictions

27/06/2025
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Instruction-level
recovery

Coarse-grained Fine-grained

Bit-level
recovery

Functional
unit activity
detection

Can we distinguish two instructions going
through the same functional unit?

@ m ggifﬁasoiéés Julien Maillard (Séminaire SemSecuElec) 27/06/2025
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Opcode recognition

m Take ALU related opcodes

m Target the fetch and/or decoding stages
m Randomize operands

ADD r2, rl1, #imm
SUB r2, rl, #imm
I =4 EORT2 rl, #imm ;
MOV rl, #imm
MVN rl, #imm

@ m gg'fﬁ{fo'égs Julien Maillard (Séminaire SemSecuElec)

Ground truth

ADD A

SUB -

EOR

MOV

MYV A

60.61% 18.18% 18.18% 0.0% 3.03%

11.9% 88.1%  00% 00% 0.0%

26.53% 4.08% B7.35% 0.0% 2.04%

0.0% 0.0% 0.0% [E4.09% 15.91%

0.0% 0.0% 0.0% 15.229% 84.78%

ADD SUB EOQR PO AT
Predictions

27/06/2025

29



Instruction-level
recovery

Coarse-grained Fine-grained

Bit-level
recovery

Functional
unit activity
detection

Can we recognize the bits that encode an
instruction?

@ m ggifﬁ;%iéés Julien Maillard (Séminaire SemSecuElec) 27/06/2025
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Bit level recovery

m Target fetch or prefetch stages
m Target 8-bitimmediates

m Variability on opcodes

Bit index 7 6 o 4 3 2 1
Accuracy 92.1% 64.5% 659% 50.5% 57.9% 53.3% 57.5%

0
20.0%

m Possible improvements:
m Billions of traces
m Depackaging

m Multi-position

@ m gé‘ifﬁ{foiéis Julien Maillard (Séminaire SemSecuElec)

ADD r2, rl, #imm
SUB r2, rl, #imm
EOR r2, rl, #imm
MOV rl, #imm
MVN rl, #imm

27/06/2025
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ADD 160.61% 18.18% 18.18% 0.0% 3.03%
suB{11.9% 'BBA% 0.0% 00% 0.0%

EOR 126.53% 4.08% 67.35% 0.0% 2.04%

Ground truth

MOV 0.0% 0.0% 0.0% [84,09% 15.91%

Routine
detection

0.0% 0.0% 0.0% 15.22% {

D SUB EOR MOV MVN
Predictions

Coarse-grained Fine-grained

Bit-level

gy [ recovery
Full algorithm Sfen o [l o oo
detection

wR{ 00%  0o%  0o% HO0OR ©o%

] pom 2n43w 357H oow (TEION

4 3 2 1 0
64.5% 4/65.9% 50.5% 57.9% 53.3% 57.5% 50.0%

JPEG encoder?

Crypto code?

Instruction set

@ m ggifﬁ;%iéis Julien Maillard (Séminaire SemSecuElec) 27/06/2025 32



Outline

1. Study of SCBD on SoC

2. Probabilistic models for SCBD |

RQ2: How to efficiently combine gathered
information in order to make inferences at
different scales?

3. Conclusion & future work
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SASCA: General idea

P(d)

1
0.2
01 %3 0,1 0,1 0,1

y w2 .

LOAD ro,a ‘=’

LOAD r1, b

XORr2,ro, 3

STORE 2, ¢ y. 1,

ADD r3, r2, r1 T 'y

STORE r3, d W W
a b

Question: How to efficiently compute P(a | b, ¢, d)?

@ m ggifﬁ;%iéés Julien Maillard (Séminaire SemSecuElec) 27/06/2025 34



Factor Graphs & Belief Propagation (BP)

. . . . . . X1,X9,X2,X4) = Fs(x1)Fg(x1,%5)Fr (x5, %2,%4)Fp(x
Break a high dimensional space problem into smaller dimensions 930, Xz, X, Xa) = Fy O ) Fi (3, 02)Fe (3, X3, x4)Fp (x4)

Tailored to manipulate probability distributions

Configuration space: S = 4; X 4, X A3 X .. X 4,

0,6
0,101 0,2

Variables: (x4, x,,x3,...,X,) €S

Problem: g(x4, x5, X3, ..., X;,) €R

Goal: We want to compute marginals for each x;
Key idea: break g into g = [] ¢, F; (X))

A factor graph:

m |s a bipartite graph that expresses factorization
1T 940,503 ' 0,102 50,2

m Has a variable nodes for each x;
m Has factor nodes for each F;

Several crypto algorithms have been attacked with SASCA

@ m ggifﬁ;%iéis Julien Maillard (Séminaire SemSecuElec) 27/06/2025 35



Message passing and Sum-Product

1 _ ,
P(.X') — E 1_[ Ur— x(X) ,le_)F(.X') , 1_[ Up _,x(.X')
F en(x) F'e n(x)\{F}
Variable to factor: send the product of messages
from other neighboring factors

Marginal computation: computes the product
of incoming messages

prn@ = > 00 || e
~{x} x'e n(F)\{x}

Factor to variable: compute the sum of the product of a
function f with the messages received from neighbors

Proved exact on tree-like graphs!

H ! (But iterative message passing can be done otherwise)

@ m ggifﬁasoiéis Julien Maillard (Séminaire SemSecuElec) 27/06/2025 36



SASCA framework

m Several challenges arise when attempting BP m Leakage simulation:

= Implemented a generic framework: m Theoretical (Hamming weight leakage model...)

= Multiple supports for variables m Real case oriented (Prediction matrices)

= Optimized reprensentation for 10+ factors m Monitoring / visualization tools (entropy, rank)

= Numerically stable m Convergence handling: Damping, early stopping...
m Scalable

m Flexible

m Faster than SCAIib’s implementation

m Used in several publications [Mai+24b], [Goy+24], [Bai+24]

m We can use it to combine information on RISC-V instructions (SASCBD)

@ m ggifﬁ,rfgéés Julien Maillard (Séminaire SemSecuElec) 27/06/2025 37



SASCBD: RISC-V Specifications

31 30 25 24 21 20 19 15 14 12 11 8 7 6 0
[ funct? ] rs2 I rsl | funct3 ] rd I opcode = R-type
| imm[11:0] | rsl | funct3 | rd | opcode  I-type
_ . inst[4:2 000 001 010 011 100 101 110

I imm|11:5] | rs2 | sl | funct3 | imm|4:0] | opcode  S-type FewTa
00 LOAD LOAD-FP MISC-MEM | OP-IMM | AUIPC OP-IMM-32

[imm[12] [ imm[10:5] | rs2 | rsl1 | funct3 [imm[4:1] [ imm[11] [ opcode B-type 01| STORE |STORE-FP AMO OP LUT OP-32
10| MADD | MSUB NMADD | OP-FD

| 1111111[3112] ‘ rd | opcode . U-type 11 | BRANCH JALR JAL SYSTEM

[ imm[20] | imm|[10:1] | imm([11] | imm|[19:12] ‘ rd | opcode  J-type

m 32-bitinstructions
m Multiple fields varying with encoding type
m Mnemonic (ADD, SUB, BGE ... ) = opcode + Funct3 + Functy
m We want to represent this encoding with a factor graph:
m Represent conditional probabilities on fields
m Discard impossible values

RISC-V instruction encodings, extracted from [RIS]

@ m ggifﬁ;‘ﬁéés Julien Maillard (Séminaire SemSecuElec) 27/06/2025 38



SASCBD : Building RISC-V instruction graph

B W

P(Funct7 | mnemonic)
P(mnemonic | Funct7)

Université
de Limoges

1 (6]

40201301
—_—

Fr,

Fr,

Fr,

Fr,

Fr,

Fr,

Fr,

1

04020’301
-._—

-
wd oo oo b oo

588080888585 30e

o

Julien Maillard (Séminaire SemSecuElec)

(0]

0
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SASCBD: Simulation Parameters

Theoretical classifier

Per-class
probability

Labels

Bit or mnemonic Noise parameter

[ =[]+ 8, B~ N(0,5*)

BEQ BNE BLT BGE JAL

m ggiff,;%iéis Julien Maillard (Séminaire SemSecuElec) 27/06/2025 40



SASCBD: ISA aware bit-level approach

m Problem: Bit-level SCBD can output invalid instructions
m Simulate leakages on bits

m Evaluate guessing entropy on opcode and mnemonic

2 60 . Mnemmic | \ Funct3 & Functy
o) Mnemonic (baseline) oy
= conditionals
+ ¢ Opcode
W 40 4 ==- Opcode (baseline)
o . : :
k= Filter invalid
0 de
$ 20 - / opco
= P
O == T T T O e 4
U | |
1.0 0.9 0.8 0.7 0.6
Bit-level template accuracy
@ m ggifﬁ;%iéis Julien Maillard (Séminaire SemSecuElec) 27/06/2025

41



SASCBD: Aggregating multiple templates

1.0
0.9
m Problem: A hierarchical paradigm requires to make a choice at each level

0.8
m Problem: Multiple non-exclusive paradigms can be used § 0.7

£
| j . 2 06

m Simulate leakages on bits and on mnemonics 3
305

s
m Evaluate guessing entropy of mnemonic recovery g 0.4

o
w

o
!

o
=

g m Hg'fﬁ,';f,'égs Julien Maillard (Séminaire SemSecuElec)

0.5

0.6 0.7 0.8 09 1.0
Accuracy (bit-level)

27/06/2025
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SASCBD: Exploiting code properties

m Problem: Knowledge on the code is poorly exploited by existing SCBD techniques
m Consider a sequence of instructions

m Leakage on the bits

m Consider 3 variants: Base, Count and Join

Base Count Joint
m ISAknowledge

m ISA knowledge only m ISAknowledge
m  Mnemonic transition frequency

m  Mnemonic frequency

I* subgraph

1
17 subgraph 1" subaraph ‘ ‘ I° subgraph ‘ ‘ I* subgraph

@ m ggifﬁ;%iéés Julien Maillard (Séminaire SemSecuElec) 27/06/2025



SASCBD: Exploiting code properties

m Measure guessing entropy on mnemonic sequence

Sequence Guessing Entropy
(log2 scale)

1.0 0.9 0.8 0.7 0.6 0.5
Bit-level template accuracy
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Outline

1. Study of SCBD on SoC

2. Probabilistic models for SCBD |

3. Conclusions & future work
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Conclusions

m Investigated SCBD on SoC:
m Information retrieval
m Information aggregation
m SCBD can be done at coarse-grained scale .
m Butalso:
= Harder at fine-grained scale m New hybrid cache/EM attack paradigms
m SASCA on hash functions (bootloaders, PQC...)

m SASCA on HQC

m SASCBD: rely on probabilistic modeling
m Allows to:

m Combine multiple paradigms

m Exploit ISA structure

m Exploit code properties
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Further work

Information gathering Information aggregation

m Characterization without noise mitigations m Apply SASCBD with real SoC measurements
m More powerful learning models m Better code statistics (static and dynamic analysis)
m Instruction set coverage: m Handle variable sized instruction sets

m Control-flow instructions m Pushing the limits of SASCA:

m Floating point, special instructions... m Extend the scope of exact inference
m Apply this technique for: m Work on better approximates for loopy-BP

m Bootloaderreverse-engineering

m Fault injection helper, malware detection...

Machine Probabilistic
Learning Models
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(Sechench

Goal : provide a framework for conducting reproductible hardware security experiments

m Internal tool developed at CEA since 2017 Lab workflow secbench.picoscope
. . . . Drivers for Picoscope hardware
m Forresearchers, used daily for security characterizations secbench.api
m Python, Rust and C++ codebase Type definitions, secbench.chipwhisperer
abstract interfaces, Drivers for ChipWhisperer hardware
m Support for common platforms: Linux, Windows, MacOS R e S ———
FaN . Community or internal drivers

ﬂ User script > secbench.processing

State-of the art side-channel analysis tools

Sleic el s el s . Implementation of belief propagation
HDF5-based format for A cecbench.mine
efficient storage of i--.N?.l:!.@.l.D_‘?_F_‘f‘!_?[[ﬂ_%_fpr cide-channel analysis

datasets )T

secbench.keyenum
Key ranking and enumeration library

@ m ggifﬁﬁiéés Julien Maillard (Séminaire SemSecuElec) 27/06/2025 49




Universite
‘ de Limoges

If you want to know
more about my
work ;)

If you want to try
Secbench

Thanks!
Questions?

Images sources: Freepik Contact: julien.maillard@cea.fr



