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A bit of history
TEMPEST attack on a VGA cable
Basic concept of a Radio-Frequency Retroreflector Attack (RFRA)

I/. Introduction to EM Cybersecurity

Outline

New trojan architecture
Multi trojans attacks
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TEMPEST

Objective of the attack: Retrieve information displayed on a screen

Why? How?

Electromagnetic eavesdropping
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TEMPEST

From EM Compatibility… to EM CybersecurityFrom EM Compatibility…
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TEMPEST

First discovery during WWII - Telegrapher

SIGCUM Rotor Cipher Machine Mixer 131-B2 by Bell Telephone

Start of the TEMPEST program by the US, includes attacks and countermeasures
TEMPEST became a standard for protection (shielding, restricted area)

Plaintext

Legitime 
receiver

Plaintext
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TEMPEST

Academic works 

Wim Van Eck (1985)

Markus G. Kuhn (2003)

Markus G. Kuhn (2013)

M. Marinov (2015)
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TEMPEST

How does it work?
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TEMPEST

VGA protocol
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TEMPEST
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TEMPEST

Why does it radiate?

<latexit sha1_base64="MpCFDtglb+zSrwntZDkvTEjKqjI=">AAACInicbVDLSgMxFM3UV62vqks3wSLUTZkRqboruumygn1Ap5RMeqcNzUyGJCOUYb7Fjb/ixoWirgQ/xkxbRFsPBA7n3pt7z/EizpS27U8rt7K6tr6R3yxsbe/s7hX3D1pKxJJCkwouZMcjCjgLoamZ5tCJJJDA49D2xjdZvX0PUjER3ulJBL2ADEPmM0q0kfrFK3f6R+LxGFI3IHrk+Uk9/VEJHaduJEWkBTaiKrsigCHB+rRfLNkVewq8TJw5KaE5Gv3iuzsQNA4g1JQTpbqOHeleQqRmlENacGMFkdlHhtA1NCQBqF4yPSTFJ0YZYF9I80KNp+rviYQESk0Cz3RmJtRiLRP/q3Vj7V/2EhZGsYaQzhb5McfGb5YXHjAJVPOJIYRKZm7FdEQkodqkWjAhOIuWl0nrrOJUK9Xb81Lteh5HHh2hY1RGDrpANVRHDdREFD2gJ/SCXq1H69l6sz5mrTlrPnOI/sD6+gaz5aWU</latexit>

H / cos(!t)
<latexit sha1_base64="oVVASZPXEhKhWkx1/C51b9qA4RQ=">AAACIXicbVDLSsNAFJ34rPVVdelmsAh1UxKR2mVRBJcV7AOaUibTm3boJBNmJkIJ+RU3/oobF4p0J/6MkzYLbT0wcDj33rn3HC/iTGnb/rLW1jc2t7YLO8Xdvf2Dw9LRcVuJWFJoUcGF7HpEAWchtDTTHLqRBBJ4HDre5Dard55AKibCRz2NoB+QUch8Rok20qBUd+d/JBKGqRsQPfb85C7NRY8TOkndSIpIC2xEVXFFACOC9cWgVLar9hx4lTg5KaMczUFp5g4FjQMINeVEqZ5jR7qfEKkZ5ZAW3VhBZPaREfQMDUkAqp/MD0nxuVGG2BfSvFDjufp7IiGBUtPAM52ZCbVcy8T/ar1Y+/V+wsIo1hDSxSI/5tj4zeLCQyaBaj41hFDJzK2YjokkVJtQiyYEZ9nyKmlfVp1atfZwVW7c5HEU0Ck6QxXkoGvUQPeoiVqIomf0it7Rh/VivVmf1mzRumblMyfoD6zvH8yDpRo=</latexit>

E / cos(!t)

Because 
Maxwell’s equations!!!

<latexit sha1_base64="YV3aFt7kKsSVOYSrBPc+syPeH74="></latexit>

rot E = �µ
@H

@t

<latexit sha1_base64="iV/rfkItjR/Rmo+TTNBTQxv8Kuc="></latexit>

rot H = J+ "
@E

@t

<latexit sha1_base64="3gTADO//nJ2M8xt5D/8LTFhC6Vw=">AAACJXicbVDLSgMxFM34rPU16tJNsAh1U2ZEqgsXRTfiqoJ9QKeUTJppQ5PJkGSEMszPuPFX3LiwiODKXzEznYW2Xggczrk3597jR4wq7Thf1srq2vrGZmmrvL2zu7dvHxy2lYglJi0smJBdHynCaEhammpGupEkiPuMdPzJbaZ3nohUVISPehqRPkejkAYUI22ogX3t5X8khiahRqnHkR77QXKfFoLPEJ6kXiRFpAU0pKp6gpMRgvpsYFecmpMXXAZuASqgqObAnnlDgWNurDBDSvVcJ9L9BElNMSNp2YsViYyfWaZnYIg4Uf0kXySFp4YZwkBI80INc/b3RIK4UlPum87sCLWoZeR/Wi/WwVU/oWEUaxLiuVEQM2juzSKDQyoJ1mxqAMKSml0hHiOJsDbBlk0I7uLJy6B9XnPrtfrDRaVxU8RRAsfgBFSBCy5BA9yBJmgBDJ7BK3gHM+vFerM+rM9564pVzByBP2V9/wBCmKbp</latexit>

J / cos(!t)

Progressive self-sustained 
electromagnetic wave

<latexit sha1_base64="3gTADO//nJ2M8xt5D/8LTFhC6Vw=">AAACJXicbVDLSgMxFM34rPU16tJNsAh1U2ZEqgsXRTfiqoJ9QKeUTJppQ5PJkGSEMszPuPFX3LiwiODKXzEznYW2Xggczrk3597jR4wq7Thf1srq2vrGZmmrvL2zu7dvHxy2lYglJi0smJBdHynCaEhammpGupEkiPuMdPzJbaZ3nohUVISPehqRPkejkAYUI22ogX3t5X8khiahRqnHkR77QXKfFoLPEJ6kXiRFpAU0pKp6gpMRgvpsYFecmpMXXAZuASqgqObAnnlDgWNurDBDSvVcJ9L9BElNMSNp2YsViYyfWaZnYIg4Uf0kXySFp4YZwkBI80INc/b3RIK4UlPum87sCLWoZeR/Wi/WwVU/oWEUaxLiuVEQM2juzSKDQyoJ1mxqAMKSml0hHiOJsDbBlk0I7uLJy6B9XnPrtfrDRaVxU8RRAsfgBFSBCy5BA9yBJmgBDJ7BK3gHM+vFerM+rM9564pVzByBP2V9/wBCmKbp</latexit>

J / cos(!t)

• Twisted pair
• Differential mode (D+/D-)
• Shielding

Damaged Braided Shielding Unshielded connectors
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PAM Spectrum

TEMPEST

When does it radiate?

Looks like Pulse Amplitude Modulation (PAM)!

𝑃𝑖𝑥𝑒𝑙!"#!$ =
1

𝑇%&'("
= 𝑛𝑏"&)( ∗ 𝑛𝑏!#" ∗ 𝑓𝑝𝑠

At what career frequency?

640*480 @60 Hz → 25 MHz
1920*1080 @60 Hz → 173 MHz

𝐹"(*$ = 𝑛 ∗ 𝑃𝑖𝑥𝑒𝑙!"#!$ Tradeoff!
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TEMPEST

How to capture the EM leaks?

What people think What it actually  is

Cheap SDR 
platforms
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TEMPEST

Black and White
No color change -> no leaks
Unsigned 

Limits of the VGA attack

HDMI

10 bits per pixel
Sampling frequency *10
No color change -> still some leaks

1 pixel
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TEMPEST

Keyboards
USB communication
… 

Other targets

The success depends on the target, its position, its coupling with the environment…

Limitations of TEMPEST attacks
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RF Retroreflector Attack (RFRA)

From TEMPEST… to RFRAFrom TEMPEST…
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RF Retroreflector Attack (RFRA)

The Thing (1945-1952) aka The Great Seal Bug
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RF Retroreflector Attack (RFRA)

The Thing (1945-1952) aka The Great Seal Bug

• Purely passive
• Hard to detect

Bug
(Backscatterer)
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RF Retroreflector Attack (RFRA)

Classified NSA documents leaked in 2013 (in parallel of Edward Snowden)

ANT Catalog https://www.eff.org/document/20131230-appelbaum-nsa-ant-catalog

https://www.eff.org/document/20131230-appelbaum-nsa-ant-catalog
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RF Retroreflector Attack (RFRA)

Academic work (2018)

Hardware trojan

Satohiro Wakabayashi et al., “A Feasibility Study of Radio-frequency Retroreflector Attack”, USENIX WOOT, 2018.
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RF Retroreflector Attack (RFRA)

𝑉!" > 0.3 V → Close
Basic explanation

𝑉!"

𝑉!" < 0.3 V → Open
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A bit of history
TEMPEST attack on a VGA cable
Basic concept of a Radio-Frequency Retroreflector Attack (RFRA)

I/. Introduction to EM Cybersecurity

Outline

New trojan architecture
Multi trojans attacks

II/. RFRA



Retro Reflector Attacks
Remote data extraction through retroreflector hardware implants

- SARRAZIN Francois :
francois.sarrazin@univ-rennes.fr

- GRANIER Pierre :
pierre.granier@univ-rennes.fr



RFRA Literature

FET Based

- Vgs bias applied by a data line

- Antenna made from the shielding connected to Drain and Source

- Dipole antenna with +/− an impedance mismatch at its feed

D S

G
+0.7V
GND

Luminance signal

ShieldingShielding

Credit: Yuichi Hayashi et al 
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Diode based Retroreflector



Retroreflector architecture and characterization

FET based implants with a Vgs and no Vds bias are outside of the nominal
behavior of a FET and is harder to characterize.
Switch to diode based Trojan.

Vbias

18nH 18nH

BAR6302V

This change of architecture allows us to plan ahead using the Spice of our(s)
component (BAR6302) and a simulation of our future antenna.

26
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Retroreflector Architecture and characterization

Retro Reflector usability across the RF spectrum is hard to measure with SDR
because of the direct path between TX and RX.

Retro
Reflector

Load

SDR RX

SDR TX

Waveform 
GeneratorVbias(x)

Direct Path

Reflected
Path

Instead, we rely on a VNA that can both send a pulse and monitor its reflection on
the same channel.

28



Retroreflector Architecture and characterization

This allows us to get its S11 for different Vbias.

Retro
Reflector

Load

VNA S11

Waveform 
GeneratorVbias(x)

Reflected
Path

(The VNA side antenna properties create some of the irregularities observed.)

29
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Multi trojans



RFRA RGB (Multi Trojan)

Now that we can plan multiple implants at different frequencies, we can interrogate
different data line (same target or not).

F1

F2

F3

33



RFRA RGB (Multi Trojan)

With a diode-based architecture, we were able to have a proof of concept for
collocated triple Trojan.
This make Trojan on different data lines of one or multiple targets possible.

Red Data

ShieldingShielding

18 nH

GND Green Data

ShieldingShielding

18 nH

GND Blue Data

ShieldingShielding

18 nH

GND

18 nH 18 nH 18 nHor Gap or Gapor Gap or Gap

F1 F2 F3
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RFRA RGB (Multi Trojan)

With a diode-based architecture, we were able to have a proof of concept for
collocated triple Trojan.
This make Trojan on different data lines of one or multiple targets possible.

Red Data

ShieldingShielding

18 nH

GND Green Data

ShieldingShielding

18 nH

GND Blue Data

ShieldingShielding

18 nH

GND

18 nH 18 nH 18 nHor Gap or Gapor Gap or Gap

F1 F2 F3

Get N Frame at F1

Get N Frame at F2

Get N Frame at F3
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RFRA
Fast Ethernet



Ethernet 100 Base-TX Trojan

125 Mega symbol per second (100 Mbit/s) over two differential pairs (TX and RX).

D-

TX

D+
D-

RX

D+
+1V

-1V

0V

+1V

-1V

0V

D-

Unused
D+

D-

Unused
D+

Two unused pairs (will be recycled to host the antenna part in future work).
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Fast Ethernet Decoding

100 Base-Tx logic encoding only check if a logic-level transition occurs.
Transition → 1 ; No transition → 0

+1V

0V

-1V

1 11 1 01 1 10 1 1 0 1

Standard Encoding

Impossible

After D+ ̸= D− a transition will always go to D+ = D−.
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Ethernet 100 Base-TX Trojan

If D+ ̸= D− next transition will go to D+ = D−.
We only need to discriminate D+ ̸= D− from D+ = D−.

D-
TX

D+

D-
RX

D+

D-
Unused

D+

D-
Unused

D+

D-
D+

F1

Blocking
at F1

Z not shorting
 diff pair
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Fast Ethernet Decoding

If D+ ̸= D− next transition will go to D+ = D−.
We only need to discriminate D+ ̸= D− from D+ = D−.

+1V

0V

-1V

1 11 1 01 1 10 1 1 0 1

+?

0dBm
1 11 1 01 1 10 1 1 0

Retro Reflected states

1

Standard Encoding

40



Fast Ethernet Trojan

Over-sampling is almost mandatory here, we sample at 1.25Gsp.
This implies filtering all but the 250 MHz of useful frequencies.

41



Fast Ethernet Trojan

The median of samples magnitude will be our threshold for affecting bit values.

42



6 4 2 0 2 4 6
Raw and filtered spectrum 1e8

60

40

20

0

20

40

60
raw
low pass filtered

0 50 100 150 200 250
Samples magnitude histogram

0

100

200

300

400

500
mag
threshold (magnitude median)

0 200 400 600 800 1000
samples and bits

0

50

100

150

200

250

am
pl

itu
de

1 1 0 0 0 1 1 0 0 1 1 1 0 0 0 1 0 1 0 1 1 1 0 0 0 0 0 0 1 1 1 1 0 0 1 1 1 0 0 0 1 1 0 1 0 0 0 1 1 1 0 1 1 0 0 0 0 1 1 1 1 1 0 1 1 0 0 1 1 0 1 1 1 1 0 1 0 1 0 0 0 0 1

threshold (magnitude median)
samples magnitude



Focalization through
a scattering medium



Focalization through scattering medium

How to shape a wavefront through a complex environment toward a Trojan or
leakage source ?

45



Focalization through scattering medium

Wavefront shaping to eavesdrop a transmitter behind a scattering medium.

Transmitter

RX

RX Transmitter

MS1

MS2

Post optimization we get around a 10 dB gain compared to a simple horn antenna.
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Focalization through scattering medium

Wavefront shaping to interrogate a backscattering element behind a scattering
medium.

TX

Retro
Reflector

TX

RX

Retro
Reflector

MS1

MS2

RX

Harder due to the direct path between TX and RX.

47



RFRA Monochrome demo



RFRA Monochrome demo video
Target Laptop 

+ Screen

~ 1.5m

TX

RX

TX

RX

TX=VSG60 10dBm
RX=BB60C 
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