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Context



Android Protected Confirmation: use case
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TEE

Trusted Execution Environment

• secure area of the main processor

• can isolate code and data in memory

• protects integrity and confidentiality of what is stored inside

Limitation: some application might benefit from the functionnalities of the TEE but

don’t have code in it.
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TUI

Trusted User Interface:

• Secure channel between the TEE and the user

• Untappable by the ROS
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Model of the phone
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Overview of the APC protocol: participants
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Overview of the APC protocol: use case
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Protocol presentation



Retrieving information on the protocol [And]

No RFC or detailed specification of the protocol. Information scattered over different

pages.
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Retrieving information on the protocol [Dan18]

No RFC or detailed specification of the protocol. Information scattered over different

pages.
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Overview of the protocol

Protocol in three phases:

1. Setup phase: certification of the TEE, setup of the server, installation of

applications on the phone

2. Registration phase: generation of the application’s signing key pair and

registration on the server

3. Transaction phase: verification of data by the user and transaction with the

server
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Setup phase



1.Setup phase

Alice Alice ROS Alice TEE Google Server

(skGoogle , vkGoogle) = KeyGen(1λ)

FetchVerificationKey

VerificationKey, vkGoogle

Activate

(msk,mvk) = KeyGen(1λ)

mk = KeyGenSym(1λ)

CertifyTEE,mvk

certGoogle = Sign(skGoogle ,mvk)||mvk

Certify, certGoogle

Factory

InstallApp, AppIDj
i

Install App
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Registration phase



2.Registration phase

Alice

UsrIDi

Alice TEE

(msk ,mvk),mk

Alice ROS

AppIDj
i

Server

vkGoogle

Register,AppIDj
i ,SrvIDj ,UsrIDi

GetChallenge

ch← {0, 1}λ

OpenCh← ch
Challenge, ch

GenKey,PC = True,ch

(sk, vk) = KeyGen(1λ)

cert = Sign(msk, (vk, ch))||certGoogle
kblob = Encrypt(mk, (sk, vk,PC = True))

Key,ch, kblob, cert

FinishRegistration,UsrIDi ,AppID
j
i ,SrvIDj ,ch, vk , cert

If :

ch ∈ OpenCh

Verify(cert, vkGoogle)

Then :

Register(UsrIDi , vk)
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3.Transaction phase



Transaction phase

Alice Alice TEE

(msk,mvk),mk

Alice ROS

App,kblob

Server

vkGoogle ,(Alice,vk)

Transaction,data,AppIDj
i ,SrvIDj

AskNonce

n← {0, 1}λ

OpenN ← n
Nonce, n

AskConfirmation,data, n

Confirmed,data

Accept,data

PendingRequest ← (data, n)

ConfirmedData,data, n

Sign,data, n, kblob

RetrieveKey(kblob,mk)

Verify PC = True

Verify (data, .) ∈ PendingRequest

σ = Sign(sk, data||n)

SignedData,σ

FinishTransaction,UsrIDi ,σ, data, n

If :

Verify(vk, σ)

Test n ∈ OpenN

Then :

Realize transaction
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Security analysis



Protocol claim

“When using this workflow, your app displays a prompt to the user, asking them to

approve a short statement that reaffirms their intent to complete the sensitive

transaction.

If the user accepts the statement, your app can use a key from Android Keystore to

sign the message shown in the dialog. The signature indicates, with very high

confidence, that the user has seen the statement and has agreed to it.” [And]
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Claim of the protocol

“Once confirmed, your intention is cryptographically authenticated and unforgeable

when conveyed to the relying party, for example, your bank. Protected Confirmation

increases the bank’s confidence that it acts on your behalf, providing a higher

level of protection for the transaction.” [Dan18]
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Claim of the protocol

Server accepts transaction =⇒ user has validated the transaction.

22



Threat model: participants

• Alice: honest (if not the protocol has no claim)

• TEE: honest (hypothesis of the protocol)

• ROS: honest but corruptible

• Server: honest (if corrupted can perform any transaction anyway)

• Google: honest (at least as a certification authority)
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Threat model: Channels

Google

TEE

User

ROS Server

Untappable secure channel

Authenticated channel
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Impersonation at registration:

attack and fix



Impersonation at registration (phase 2)

Description

• Principle: Duplication of the registration phase and Machine in the Middle

• Problem: The check verifies that the signature has been made by any TEE.

• Consequence: The attacker can register its credentials under the victim’s

identity (and use them to perform transactions).

25



Impersonation at registration (phase 2)

Alice

UsrIDi

Alice ROS

AppIDj
i

Alice TEE

(mskA,mvkA),mkA

Eve ROS Eve TEE

(mskE ,mvkE ),mkE

Server

vkGoogle

Register,AppIDj
i ,SrvIDj ,UsrIDi

GetChallenge
GetChallenge

Challenge, ch
Challenge, ch

Key generation: vkA, certA

FinishRegistration,UsrIDi ,AppID
j
i ,SrvIDj , ch, vkA, certA

Key generation: vkE , certE

FinishRegistration,UsrIDi ,AppID
j
i ,SrvIDj , ch, vkE , certE

If :

ch ∈ OpenCh

Verify(certE , vkGoogle)

Then :

Register(UsrIDi , vkE )
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Registration phase fix (phase 2)

Alice

UsrIDi

Alice TEE

(msk ,mvk),mk

Alice ROS

AppIDj
i

Server

vkGoogle

InitRegister,AppIDj
i ,SrvIDj ,UsrIDi

GetChallenge

ch← {0, 1}λ

OpenCh← ch
Challenge, ch

GenKey,PC = True,ch,SrvIDj

c ← {0, 1}λ
SetCode, c

code ← c
AcceptCode

(sk , vk) = KeyGenDS(1λ)

cert = Sign(msk , (vk , ch, c))||(vk , ch, c)||certGoogle
kblob = Encrypt(mk , (sk , vk ,PC = True))

Key,ch, kblob, cert
FinishRegistration,UsrIDi ,AppID

j
i ,SrvIDj ,ch, vk , cert

ch ∈ OpenCh

Verify(vkGoogle , cert)

(code, vk)← Extract(cert)

Authenticated encryption channel

VerifyRegistration,code

AcceptRegistration,code
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Transaction phase: attack and fix



Transaction replay attack (phase 3)

Description

• Principle: The user validates the data but does not check the server it is destined

to.

• Problem:

• The ROS can be corrupted and communicate with any server

• The nonces are not linked to the server (from the TEE perspective)

• Consequence: the attacker can make a honest server accept an unintended

transaction.
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Transaction replay attack (phase 3)

Alice Alice TEE

(msk ,mvk),mk

Alice ROS

(AppIDj
i ,kblob1),(AppID

j
i ′ ,kblob2)

Server1

vkGoogle , (UsrIDi , vk1)

Server2

vkGoogle , (UsrIDi , vk2)

Transaction,data,AppIDj
i ,SrvIDj

Nonce exchange: n1

Nonce exchange: n2

AskConfirmation,data, n2

Data confirmation: data

PendingRequest ← (data, n2)

ConfirmedData,data, n2

Sign,data, n2, kblob2

RetrieveKey(kblob2,mk)

Verify PC = True

Verify(data, .) ∈ PendingRequest

σ = Sign(sk2, data||n2))

SignedData, σ

FinishTransaction,UsrIDi ,σ, data, n2
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Implementation of the attack

The target [AAM23]

• APC Demo APP developped by the Bern

University of Applied Sciences

• Open source Android application, available on

GooglePlay

The malicious app [DKM24]

• Based on the previous work of David [Rob21]

• Key generation adapted from APC Demo APP

30



Demonstration!
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Transaction phase fix (phase 3)

Alice Alice TEE

(msk,mvk),mk

Alice ROS

App,kblob

Server

vkGoogle ,(Alice,vk)

Transaction,data,AppIDj
i ,SrvIDj

AskNonce

Nonce, n
AskConfirmation,data, n,SrvIDj

Confirmation,data,SrvIDj

Accept,data,SrvIDj

Confirmed ← (data, n,SrvIDj)

ConfirmedData,data, n,SrvIDj

Sign,data, n, kblob

σ = Sign(sk , data||n||SrvIDj)

SignedData,σ

FinishTransaction,UsrIDi ,σ, data, n

If :

Verify(vk , σ)

Test n ∈ OpenN

Test SrvIDj = Server

Then :

Realizetransaction

Figure 1: Transaction Phase
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Proving security in the UC

framework



The UC framework

• Computational approach

• Participants modeled by interactive Turing Machines

• Real world (protocol π) / ideal world (ideal functionality F) paradigm
• Guarantee: π is secure no matter what other processes are running in parallel

UC-realization

A protocol π is said to UC-realize the ideal functionality F , if for every real world

adversary A, there exists a simulator S, such that for every environment Z, the
distributions of EXECF ,S,Z and EXECπ,A,Z are computationally indistinguishable.
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The UC framework

ZZ

AR AI SI

π1

π2

π3

F

Dπ1

Dπ2

Dπ3

Ideal worldReal world

π
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The UC framework

Z

AR AI SI

π1

π2

π3

FPC

Dπ1

Dπ2

Dπ3

Ideal worldReal world

πAPC

S
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Describing the protocol

πGoogle

πTEE(TeeIDi )

πUser(UsrIDi )

πROS(RosIDi )

πServer(SrvIDj)

Untappable channel
Device-user interface
Authenticated encryption channel
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The user role: transaction phase

Alice Alice TEE

(msk,mvk),mk

Alice ROS

App,kblob

Server

vkGoogle ,(Alice,vk)

Transaction,data,AppIDj
i ,SrvIDj

AskNonce

n← {0, 1}λ

OpenN ← n
Nonce, n

AskConfirmation,data, n

Confirmed,data

Accept,data

PendingRequest ← (data, n)

ConfirmedData,data, n

Sign,data, n, kblob

RetrieveKey(kblob,mk)

Verify PC = True

Verify (data, .) ∈ PendingRequest

σ = Sign(sk, data||n)

SignedData,σ

FinishTransaction,UsrIDi ,σ, data, n

If :

Verify(vk, σ)

Test n ∈ OpenN

Then :

Realize transaction
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Modeling an agent: the user transaction phase

■ Upon receiving (InitTransaction, data, AppIDj
i , SrvIDj) from Z,

1. store data in ExpectedData,

2. send (Send, (Transaction, data,AppIDj
i , SrvIDj),RosIDi ) to

FDUI(UsrIDi ,TeeIDi ,RosIDi ).

■ Upon receiving (Send, (ssid,Confirm, data)) from FDUI(UsrIDi ,TeeIDi ,RosIDi ),

1. verify that data is in ExpectedData,

2. remove it from the list,

3. send (Send, (ssid,Accept, data),TeeIDi ) to FDUI(UsrIDi ,TeeIDi ,RosIDi ).
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1. verify that data is in ExpectedData,

2. remove it from the list,

3. send (Send, (ssid,Accept, data),TeeIDi ) to FDUI(UsrIDi ,TeeIDi ,RosIDi ).
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Goal of the UC functionality

Server accepts transaction =⇒ user has validated the transaction.
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Goal of the UC functionality

Server accepts transaction =⇒ user has validated the transaction.

(TransactionAccepted,UsrIDi , data) =⇒
(InitTransaction, data,AppIDj

i , SrvIDj)
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Ideal functionality: transaction phase, corrupted ROS

■ Upon receiving (InitTransaction, data, AppIDj
i , SrvIDj) from UsrIDi ,

1. If (UsrIDi , SrvIDj) is in RegisteredApps, then store (UsrIDi ,SrvIDj , data) to

PendingTransaction.

2. Send (AllowTransaction,AppIDj
i ,RosIDi ,UsrIDi , SrvIDj , data) to S.

■ Upon receiving (TransactionAllowed,AppIDj
i , SrvIDj) from S, if

(UsrIDi ,SrvIDj , data) is in PendingTransaction, then:

1. Remove (UsrIDi , SrvIDj , data) from PendingTransaction.

2. Send (TransactionAccepted,UsrIDi , data) to SrvIDj .
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Introduction to the simulator
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Transaction,data,AppIDj
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Simulating the protocol: extract of the corrupted transaction phase

■ Upon receiving (AllowTransaction,AppIDj
i ,RosIDi ,UsrIDi , SrvIDj , data) from FPC ,

• store (AppIDj
i ,RosIDi , SrvIDj , data) in PendingAllowTransaction

• send (Transaction, data,AppIDj
i , SrvIDj ) to A as if S was FDUI(UsrIDi ,TeeIDi ,RosIDi )

■ On behalf of FAEC({RosIDi , SrvIDj}) and SrvIDj , upon receiving (AskNonce) from A, then

• check is SrvIDj is in ActivatedServer , if not ignore the rest;

• draw a random n
$← {0, 1}λ and store (SrvIDj , n) in PendingNonce

• send (Nonce, n) to A as if S was FAEC({RosIDi , SrvIDj}).

■ On behalf of TeeIDi and FUT C({RosIDi ,TeeIDi}), upon receiving (AskConfirmation, data, n, SrvIDj ) from

A, if there is (AppIDj
i ,RosIDi , SrvIDj , data) in PendingAllowTransaction,

• remove (AppIDj
i ,RosIDi , SrvIDj , data) from PendingAllowTransaction and add

(AppIDj
i ,RosIDi ,SrvIDj , data) to ValidatedData

• send (ConfirmedData, data, n, SrvIDj ) to A as if S was FUT C({RosIDi ,TeeIDi})
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Simulating the protocol: extract of the corrupted transaction phase
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Simulating the protocol: extract of the corrupted transaction phase
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UC proof conclusion

ΠAPC does not UC-realizes F
(would accept a transaction with the wrong server id)

ΠAPC ,fix does UC-realizes F
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Conclusion



Conclusion

Results

• Two attacks on the deployed protocol APC

1. Impersonation at registration attack

2. Transaction phase attack (PoC!)

• Fixes of both attacks have been proved in UC

• Google acknowledged our findings

↪→ Paper under submission at Euro S&P
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Question?

Thank you for your attention !

Questions?

50



Bibliography i

APCDemo and Anti-Myon.

Apc demo app.

https://github.com/APCDemo/APC_Demo_App, 2023.

Android.

Android protected confirmation.

https://developer.android.com/privacy-and-security/

security-android-protected-confirmation.

51

https://github.com/APCDemo/APC_Demo_App
https://developer.android.com/privacy-and-security/security-android-protected-confirmation
https://developer.android.com/privacy-and-security/security-android-protected-confirmation


Bibliography ii

Janis Danisevskis.

Android protected confirmation: Taking transaction security to the next

level.

https://android-developers.googleblog.com/2018/10/

android-protected-confirmation.html, 2018.

Jannik Dreier, Steve Kremer, and Racouchot Mäıwenn.
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