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Context Mutual Influence
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Total locking

= Stable generator output value
= Easy to detect

RO,
1 TP

Multiple Ring Oscillator based TRNG
(MURO-TRNG)

Definition

O TRNG output bitrate better than elementary RO based TRNG. Mutual influence between two ROs appears when there are two

small integers p, q such that

Pfo = qf1

Stochastic model relies on the assumption that RO, are
independent but RO, must have the same topology and be
placed close to one another to reduce the impact of
manipulable global noise sources.

Detection

- Sampling of signal:

Ideal case:

Influenced case:

Locked case:
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Phase differences are
uniformly distributed

Loss of uniformity on phase

differences distribution

~ap How to detect this loss of uniformity?

Kolmogorov-Smirnov test
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Conclusion

Physical interactions can disturb ROs operating frequencies.
Kolmogorov-Smirnov test quantifies the mutual influence by checking phase

difference distribution.

Ky  : maximum distance

F(x) :uniform distribution function

Fy(x) : phase differences
distribution function
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More precise information can be found in [1].
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