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IC’Alps in a Nutshell
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Noise Amplification
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Low-level design parameters:

• Number of transistors

• Transistor length

• Threshold voltage

• Voltage supply

𝜐𝜐𝑛𝑛2 = 4𝑘𝑘𝐵𝐵𝑇𝑇𝑹𝑹∆𝑓𝑓

Vin Vout ∆𝑉𝑉
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𝑦𝑦~𝑥𝑥1/2

× 14

÷ 1.6

÷ 185

VoutVinTIPS #1:
Do not hesitate to play with design parameters, there's room for optimization.

Edge Jitter vs Parameters



Did You Say Jitter ?
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𝑣𝑣2 =
1
𝑇𝑇𝑅𝑅𝑅𝑅

𝜎𝜎𝑐𝑐
𝑇𝑇𝑅𝑅𝑅𝑅

2

𝜎𝜎𝑐𝑐~𝜎𝜎𝑒𝑒 2
𝜎𝜎𝑒𝑒 (edge jitter)
𝜎𝜎𝑐𝑐 (cycle jitter)

𝑣𝑣2 (volatility)

𝑦𝑦~𝑥𝑥−2

÷ 57

× 1.8 × 1.1

TIP #2:
Don't be fooled by the jitter, look at what matters for your design.

Volatility vs Parameters
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𝑄𝑄 = 𝜈𝜈2Δ𝑇𝑇 =
𝑇𝑇𝑆𝑆𝑆𝑆𝑆𝑆
𝑇𝑇𝑅𝑅𝑅𝑅
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About Quality Factor

rndRO

sysclk

rndRO1

RO0

𝑄𝑄 = 𝑇𝑇0
𝜎𝜎12

𝑇𝑇13
+
𝜎𝜎02

𝑇𝑇12
= 𝑇𝑇0 𝑣𝑣12 +

1
𝑇𝑇12

𝜎𝜎02

𝑇𝑇0

𝑦𝑦~𝑎𝑎

× 7.7

÷ 1.6

÷ 8.6

Normalized Jitter vs Parameters

TIP #3:
The quality factor is useful for comparing architectures and identifying optimal 
parameters, but…



Some Intuitions about Randomness
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TIP #4:
You must not forget the duty cycle.
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Duty Cycle, the Troublemaker ?
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en
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𝑡𝑡𝑓𝑓

𝑡𝑡𝑟𝑟

𝐷𝐷𝐷𝐷 =
1
2

+
𝑡𝑡𝑟𝑟 − 𝑡𝑡𝑓𝑓

2𝑁𝑁(𝑡𝑡𝑟𝑟 + 𝑡𝑡𝑓𝑓)

𝐷𝐷𝐷𝐷 =
𝑡𝑡𝑟𝑟𝑟𝑟 + ∑1

𝑁𝑁−1
2 𝑡𝑡𝑓𝑓𝑓𝑖𝑖 + 𝑡𝑡𝑟𝑟𝑟𝑖𝑖−1

∑1𝑁𝑁 𝑡𝑡𝑓𝑓𝑓𝑓 + 𝑡𝑡𝑟𝑟𝑟𝑟

TIP #5:
Worst-case estimates based on PVTs alone are not sufficient. Use mismatch 
simulation instead.

Duty Cycle vs Parameters



We only found two models that take into consideration the duty cycle:

[Saarinen (2021)] and [Lubicz and Fisher (2024)]

A Bit of Entropy
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Last version of BSI AIS-31 requires (PTG2.2): 
𝐻𝐻1 > 0,9998 and 𝐻𝐻∞ > 0,98
⇒ 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 = 50 ± 0.7%

2024/11/20

TIP #6:
It is (very) difficult for a single oscillator based architecture to meet such 
entropy rate targets.

Entropy vs Parameters

TIP #7:
Architecture using high-volatility RO are more sensitive to duty cycle, 
especially when considering min-entropy.



Conclusions
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• Designing a TRNG is not trivial
› Many design choices are possible and should be investigated when performance/power/area are targeted
› Different parts of an entropy source require different optimizations

• Impact of duty cycle on the entropy should not be underestimated
› Duty cycle should be correctly estimated with monte-carlo simulations 
› We should use stochastic models that takes duty cycle as input parameter
› Architectures with few high volatility (XORed) ROs are very sensitive to duty cycle
› They may require internal measurement (and monitoring ?) of the duty cycle
› Architectures with many low volatility (XORed) ROs may be more efficient, but bring other concerns

• Volatility and duty cycle have opposite trends. It limits the design space.
• These conclusions drawn from a 55nm study, but mostly applicable in any technology node
• Some open questions :

› Discrepancy between models
› Are there any correlations between two successive periods for small/large L/starved rings ?
› Defining a quality factor reunifying both jitter and duty cycle would help strike the right balance
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Efficiency
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𝑦𝑦~𝑥𝑥−2 ÷ 7.5

× 1.25 ÷ 3

𝑦𝑦~𝑎𝑎 × 59

÷ 2.7

÷ 28

Volatility Efficiency Normalized Jitter Efficiency



Generalized Architecture
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Entropy Loss due to Duty Cycle
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DutyCycle=0.4 DutyCycle=0.45

Loss of Entropy Rate depending on the # of XORed RO*

*The loss is calculated against a TRNG with ideal RO (duty cycle=0.5)
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