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  1/ Context of the work 
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“The Institute for Higher National Defence Studies (IHEDN) is 
a public institution with an interministerial dimension, placed 
under the supervision of the Prime Minister. Its mission is to 
promote a defence culture, help strengthen national 
cohesion and contribute to the development of strategic 
thinking on defence and security issues’’.



  

   

  2/ Impact of quantum on cybersecurity  
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Working group

• Virginia D’Auria, Professor, Quantum communication, Côte 
d’Azur University

• Maria Christofi, senior cryptographer

• Fabienne Ealet, Ministry of Defense

• Jean-François Funke, Lawyer, Paris Bar

• Gérald Kénanian, Innovation mission director, MEDEF

• Pierre Loidreau, DGA MI 
• Emmanuel Laurent, ACOSS, Director 

• Olivier Senot, Docaposte

• Samih Souissi, ANSSI 

• Marina Teller, Professor of Law, Côte d’Azur University

• Simone Vannuccini, Junior Professor of Economy, Côte 
d’Azur University 

• Arthur Villard, senior cryptographer, EDF (R&D)
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  3/ Quantum threat 
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Sundar Pichai (PDG Google) 

Sycamore (53 qubits)

Peter Shor (MIT) (

Poly-time algorithm for factoring (1997)

‣  RSA1048


➡ Classical  400 years  

➡ Quantum  hours 

≈
≈

Factoring problem 

 Hard to recover  dans  from   p q N = p × q

https://www.google.com/search?sca_esv=584808234&sxsrf=AM9HkKkzWDMu3b_zwIknzRuuLKs3h4PsXw:1700728915273&q=Sundar+Pichai&stick=H4sIAAAAAAAAAONgVuLSz9U3sExPKTY3ecRoyi3w8sc9YSmdSWtOXmNU4-IKzsgvd80rySypFJLgYoOy-KR4uJC08Sxi5Q0uzUtJLFIIyEzOSMwEAG8r_JxWAAAA&sa=X&sqi=2&ved=2ahUKEwiRhOr23NmCAxUAUaQEHUUvBIwQzIcDKAB6BAgcEAE


  

   

  4/ Cryptography market 
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Cyber 
market


>150Bn$  



  

   

  5/ A systemic risk 
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“Utilizing original econometric models in addition to the 
Oxford Economics Global Economic Model (GEM), we found 
that a quantum computer attack on FedWire and against US 
banks would have drastic consequences for the financial 
sector itself, and reverberate throughout the 
entire US macroeconomy. On summary, a 
single-day quantum computer attack on a top-five bank 
would cost the US economy between $2 and $3.3 
trillion in indirect impacts alone.’’



  

   

  6/ Quantum-Key Distribution (QKD)
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 Quantum cryptography  : Information-Theoretic Security

‣Highest level of security 

‣Stront pratical constraints 


‣Limited distance for QKD, expensive (require specific communication channels)      



  

   

  7/ Quantum diplomacy
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8/ QKD in the west
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“QKD is an interesting technology and research on this topic 
should be continued .… Due to current and inherent 
limitations, QKD can however currently only be used in 
practice in some niche use cases. [..] The clear priorities 
should therefore be the migration to post-quantum 
cryptography and/or the adoption of symmetric keying’’.



9/ Post-quantum cryptography
 New computational problems assumed resistant to quantum
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Hash
based

Lattice
 Based

Multivariate
basedCode

based Isogeny
based

 Reco 0. Prioritize PQC/Intensify research on QKD



  

   

 10/ Technological trajectories
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• Perez, C. (2010). Technological revolutions and techno-economic paradigms. 
Cambridge journal of economics, 34(1), 185-202.


• Knell, M., & Vannuccini, S. (2022). Tools and Concepts for Understanding Disruptive 
Technological Change after Schumpeter. In The Routledge Handbook of Smart 
Technologies (pp. 77-101). Routledge.

Innovation in cybersecurity

Major role by 

•Technical standards  

•National Security Organisation 
(NSO)



  

   

 11/ Post-quantum standardization 
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FIRST POST-QUANTUM STANDARDS (ML-KEM , ML-DSA, FN-DSA, SLH-DSA)

“Quantum risk is now simply too high and can no longer be 
ignored’ , US NIST, 2016.

2016 — 2018 NIST ROUND 1

2019 — 2020 NIST ROUND 2 

2020 — 2022  NIST ROUND 3

AUGUST 2024 FIRST SET OF OFFICIAL STANDARDS



12/ Few days without PQC
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  13/ Toward large-scale transition to PQC       
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  14/  A market under structuration
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Historical 
crypto  

providers

Early 
adopters Pure players

Public/
private 

investments 



  

   

  15/ Methodology 
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•Analysis 
•Define the goals

•  Political : Industrial strategy for post-quantum cryptography

•  Strategical : Critical infra. Immune agains quantum within 2030

•  State of the art 


•Prospective analysis   
•Main trends in the next 5/7 years

•Define key variables (2) and define scenarios (4)

•Consider the most dangerous scenario


•Define the strategy   
• Interviews 

•Recommandations




  

   

  16/ Scenarios 
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Conflictuality

max value :


High intensity and 
fragmentation of the 

world

Conflictuality

Valeur min : 

international and 
social relation 

stabilized

QC status    
min value  : 
finally not

QC status  
max value  : QC 

here before  
2030

 
Scenario 1


Maginot line
Scenario 1 

Quantum winter

Scenario 3 
more fear than harm

Scenario 4 
Quantum harmony



  

   

 17/ Overview of proposals — Sovereign component   
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Reco 1. Develop training offers in post-quantum 

Reco 2. Technical state trades for pq experts 

Reco 3. Sovereign capacities 



  

   

 18/ Overview of proposals — Industrial component
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Reco 4.  Prioritize the targets 

Reco 5. National plan for post-quantum transition 

Reco 6. Public-private partnership for PQC 



  

   

 19/ Overview of proposals — Legal component
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Reco 7.  Secure contrats  

Reco 8. Impact studies for legal departments

Reco 9. Specific legal monitoring



  

   

  20/ Overview of proposals — Economic component
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Reco 10. pq clause in public procurement

Reco 11.Support for the adoption of pq solutions

Reco 12. Forbid non-pq solutions by 2030



  21/ Conclusion
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Clear path to transition

Develop an ecosystem (not a single actor)

https://nuage.lip6.fr/apps/polls/s/G1KyxYKb

Regulation fatigue

ANSSI post-quantum lead 


