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• According to Embedded France association:
• Les systèmes embarqués englobent tous les dispositifs combinant électronique, logiciels 

de contrôle/commande et communications, opérant sous des contraintes strictes telles que 
le temps réel, la rapidité et la fiabilité. C’est un domaine d’excellence française.

• Embedded systems encompass all devices combining electronics, control/command 
software and communications, operating under strict constraints such as real time, speed 
and reliability. It is an area of ​​French excellence.

• According to IACR:
• Cryptographic Hardware and Embedded Systems (CHES) conference is the premier venue 

for research on both design and analysis of cryptographic hardware and software 
implementations. As an area conference of the International Association for Cryptologic 
Research (IACR), CHES bridges the cryptographic research and engineering communities, 
and attracts participants from academia, industry, government and beyond.

• In general, Embedded Systems are the deepest technologies:
• In charge of secure bring-up and cyber maintenance of the complete system.

What are Embedded Systems?
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Examples of Embedded Systems

Additional Markets

Edge / AI / OT IoTAutomotive

Networking / ServerMobile / High Security

Defense &
Government

Industry &
Factory

Automation

Critical
Infrastructures

Media &
Entertainment

Smart Grid &
Smart Cities

Healthcare Memory &
Storage

Academics &
Research
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• CNSA 2.0 - aligned 

• By a cursory glance or examination, it looks like SW & FW signatures verification at 
boot and at updates are sufficient

• But the problem is wider, as provisioning of embedded system is also leveraging 
asymetrical cryptographic algorithms

PQC Compliance of Embedded Systems
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• CNSA 2.0 - aligned 

• By a cursory glance or examination, it looks like SW & FW signatures verification at 
boot time and at updates are sufficient

• But the problem is wider, as provisioning of embedded system is also leveraging 
asymetrical cryptographic algorithms

PQC Compliance of Embedded Systems

NIST SP 800-208

FIPS PUB 197
FIPS PUB 180-4, 202

FIPS 204
FIPS 203



82024 All Rights Reserved I Confidential I Property of Secure-IC

• Secure-IC is the first IP vendor to get hardware type CAVP for PQC algorithms!
• Bonus: two bugs related to padding identified in NIST ACVP servers!

Certificate of Compliance A6046

https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=18755
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• 17 projects

Secure-IC’s industrial backlog on PQC
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Secure-IC portofolio, ported to PQC already

Embarked

Debarked

Caption:
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• NIST: Classical digital signature 
and key exchange can be 
broken by a quantum computer

• → Standardize PQC

• ANSSI: PQC algorithms are 
young

• → Hybridize PQC

• Secure-IC: Transition needs to 
be exhaustive, for embedded 
systems. Gaps are the weakest 
points

• → Ensure PQC completeness & 
consistency

Risk Analysis

? ? ?

Cryptanalytically relevant quantum 
computer (CRQC)

?
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System-level impact of PQC transitioning

Pre-silicon stage Provisioning stage Mission mode

R1: security by default

HSM:
• roles management,
• backup, etc.

Generates Chip/System 
Manufacturer PK0/SK0

ROM
...

Hash(PK0)

OSAT (assumed not in secure premises)
HSM for diversified CM/SM PK/SK, and 
for other keys as well (e.g., 
Endorsement Key)

CM/SM (not in secure premises)

Secure channel: PQC KEM needed

OTP
...

Hash(PKi)
with i>0

R3: end-to-end security

(Unbounded number 
of signed commands: 
ML-DSA or hybrid)

R4: (unbounded) assurance 
continuity

ECDSA +
ML-DSA

OTP
...

EK pub
EK priv

Hardware 
PQC 

signature 
verification

R2: hardware 
because is checking 
the firmware
(HW CAVP)

D
eb

ar
ke

d

Caption: To be transitioned to PQC / System-level requirements

In
te

gr
at

ed

Otherwise attacker 
can stub digital 

signature as 
«return true»

FIPS 140-3. 
Otherwise a 

PQC attacker 
will extract keys 

from there

Otherwise an 
attacker can 

spy on a 
confidential 
data (SK) or 

change / 
choiose the 
data (PK)

Otherwise the 
assurance continuity 

stops dead after some 
time. Non compliance 
to EU CRA directive!

R5: comply to ANSSI’s view in terms 
of hybridization for R3 and R4
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• Pre-silicon: chip manufacturer / system manufacture key pairs are generated
• We made an abstraction:

• Can be any amongst: ed25519 ecdsa_p256 ecdsa_p384 ecdsa_p521 ecdsa_p521_sha3 rsa_4k 
xmss_10 xmss_16 mldsa44 mldsa65 mldsa87 ecdsa_p256+mldsa44

• The HSM must not be the weakest point!
• Its CMVP appliance must not only support PQC, but
• also have all its FIPS 140-3 services be PQC!

• Secure-IC offers Securyzr Server, fully PQC ready!
• CMVP certification to be announced early 2025

Pre-silicon Authentication Algorithms for Injection

ALC_DVS

Secure-IC HQ datacenter
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• According to FIPS 140 (ISO/IEC 19790), from level 3 onwards, FW verification 
must rely on asymmetric cryptography

• As per CNSA 2.0 roadmap, all asymmetrical cryptographic checks must be PQC
• Starting from ROM, a verification chain must be implemented

• After ROM, the next verification is named the « first mutable firmware » 
• Hence our CAVP A6046 certificate is of « hardware » type

• Hardware + ROM is eligible
• Future-proofness:

• of the IP is at pre-silicon
• of the product is at post-silicon

Firmware Management Algorithms must be Hardware

HW future-
proofness! 

Not an utopia :)

https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=18755
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• Provisioning environment is not always secure
• Supply-chain attack

• Threats are:
• During selection of ciphersuite:

• Downgrade attack (= selection of an pre-quantum algorithm)
• During selection of keys:

• Provisioning is done abroad: falsification of PK (provisioning of chosen PK), or stealth of 
secret/private key

• Error in written keys (default or trivial keys, mix-up between independent key sets, or re-injection 
of same keys)

• Over-provisioning

• Solution:
• Secure channel, leveraging fresh challenge-response protocol

• Such as TLS
• Can be based on ML-KEM and/or some hybrid version of it

• X-Wing: general-purpose hybrid post-quantum KEM ; draft-connolly-cfrg-xwing-kem-06

Secure Channel Establishment for Provisioning
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• Mandated by EU CRA regulation, 
adopted Oct 10, 2024

• Stateful algorithms cannot apply

Assurance Continuity

Cost of cyber-crime:

Cost of non-compliance to EU CRA:

• EUR 15 million or
• 2.5 % of the total worldwide annual turnover of the preceding fiscal year – whichever is higher.

Benefits of Secure-IC offering for device manufacturers:
• No risk of cyber-crime
• No risk of EU fines
• Longer product operation
• Positive impact on the reputation
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• Multiple algorithms are used, but how to have their security level match?      (sizes in bits)

Cryptographic consistency, single algorithms

Level /
Mechanism 1 2 3 4 5

Symmetric 
encryption

128 192 256

Message 
Authentication tag

128 128 128

Hash function 256 384 512

PQC asymetric 
functions

ML-KEM-512 ML-KEM-768 ML-KEM-1024 
SLH-DSA-SHA2-128s SLH-DSA-SHA2-192s SLH-DSA-SHA2-256s 

ML-DSA-44 ML-DSA-65 ML-DSA-87
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• Multiple algorithms are used, but how to have their security level match?

Cryptographic consistency, hybridized algorithms

Source: PQC TRANSITION IN FRANCE, ANSSI VIEWS. Mélissa Rossi, ANSSI, France. Real World Post-Quantum Crypto March 26th 2023 Tokyo. 
https://cyber.gouv.fr/en/publications/follow-position-paper-post-quantum-cryptography 

Example: transitioning OpenSSL TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 
--> ML-KEM-{512,768,1024}   ML-DSA-{44,65,87}   SHA3-{224,256,384,512} 

https://cyber.gouv.fr/en/publications/follow-position-paper-post-quantum-cryptography
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• PQC transition starts by embedded devices
• It requires deep transformations:

• Cryptographic primitives to be evolved, from symmetric (larger key lengths) to asymmetric 
(novel algorithms, some of them not standardized yet, with varying parameter sized)

• Must be thought at an holistic level, whereby all cryptographic mechanisms in place must 
be questioned (authentication & provisioning, authorization, secure channel, attestation, ...)

• Given the fragmentation of regulations, crypto-agility is required, especially to meet the 
hybridization requirement from ANSSI / ENISA

• Secure-IC analysed the need under the prism of 5 system-level requirements
• Implementation of Securyzr neo Core Platform is already complying
• Perspectives: involving our Customers into their own PQC transition

Conclusions & Perspectives

[ANSSI] https://cyber.gouv.fr/sites/default/files/document/follow_up_position_paper_on_post_quantum_cryptography.pdf

[ANSSI]
«

»
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Regarding tools, see: 
• A. Facon, S. Guilley, M. Lec'Hvien, A. Schaub and Y. Souissi, "Detecting Cache-Timing Vulnerabilities 

in Post-Quantum Cryptography Algorithms," 2018 IEEE 3rd International Verification and Security 
Workshop (IVSW), Costa Brava, Spain, 2018, pp. 7-12, DOI: 10.1109/IVSW.2018.8494855.
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