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“The essence of abstraction is preserving information that is relevant in a given context,
and forgetting information that is irrelevant in that context.”

John V. Guttag
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Threat model
● Read instructions in memory
● Write new instructions in memory

● FIA on instruction memory
● FIA on processor control logic

FIA: Fault Injection Attacks
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Yuce [12]
Laurent [7]
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Security properties
➜ Integrity of Control Flow, Instructions and Control Signals
➜ Confidentiality of Instructions
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ead
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This work ✓ ✓ ✓ ✓ ✓ ✓

Control signal redundancy
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ASCON: cipher suite, which provides Authenticated Encryption with Associated Data

● Winner of CAESAR Authenticated Encryption - Lightweight Cryptography (2019)

● Winner of NIST - Lightweight Cryptography (2023) ⇒ standardize the ASCON family

● Lightweight (better Throughput per Area than AES [1])

● Highly tested

● Large security margins

[1] “Need for Low-latency Ciphers: A Comparative Study of NIST LWC Finalists”, NIST LWC Workshop 2022,
Tolga Yalcin - Google
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● Patches stored in external memory
● Patches addressed by Program Counter

➜ No need for custom instructions ⇒ zero clock cycle overhead
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Table: Control transfer instruction characteristics in RISC-V.

Instruction Pseudoinstruction Successor addresses

Direct Jump jal rd, imm pc + imm

Conditional Branch b rs1, rs2, imm pc + 4 / pc + imm

Indirect jump jalr rd, rs1, imm rs1 + imm
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Table: Patch address of Control transfer instructions.

Control transfer instruction Patch address

Direct Jump @jal = Pjal→dest

Conditional Branch Taken @br = Pbr→dest

Conditional Branch Not Taken no need for patch

Indirect jump @dest = Pjalr→dest

Indirect jump (patch reallocated) @free = Pjalr→dest
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Table: Deterministic Control Signals supported.

Origin Decode Execute Write-back examples

Extracted① 25 (47 bits) 12 (23 bits) 4 (6 bits) alu_operator
Decoded② 4 (24 bits) 2 (12 bits) 1 (6 bits) rs1, rs2, rd

Combinational③ 2 (64 bits) 1 (1 bits) imm

Decoder
instr 2

1

3

we

Datapath


3

Datapath


we

Datapath


3

Decode Execute Write-back
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Makefile based:
Compilation (Embench) and software encryption flow

Cycle-accurate simulation and verification (Verilator)
FPGA design flow (Vivado)
Timing simulation and verification (Modelsim)
Execution and validation on FPGA board
FIA: on FPGA (memory only) and on simulations
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➜ Goals: Validation & Looking for maximal frequency and utilization
✖ core-v-mcu (F=10MHz) → Homemade core-v-verif-fpga
● Vivado flow: Nexys Video (Artix 7)
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Versions Max. Freq. (MHz) # LUT # FF
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Name Memory Cycles

(Ascon 320bits) 1047% 0%

Configuration of control signals:
5 bits from execute
5 bits from write-back
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Name Memory (%) Cycles (%) Frequency (%) Utilization (%)

Instr. Enc. 2−38 129−293* 0 26 ALM
Confidaent 116−218* 151−276*

Sofia 110−437 36−438 −23 12 LUT
Ccfi-Cache 118−160 2−63 11 LUT 9 FF

Cifer 16−68 0 0 35−55 Slice

Soft-Only 9−3550* 92−3100* 0 null
SecDec 1−2 1−2 4−17 GE*
Hapei 123−507*
Scfp 15−26 4−15 47 GE

Gpsa-Csm 88−118* 2−71* 6 GE
Mafia 7−55 3−44 7−24 GE

This work
(Ascon 320bits) 1047 0 −30 29 LUT 81 FF

(64bits) 247 0
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Clock

Program Counter 00000164 00000168 0000016c 00000170 00000000

Decrypted instructions 00c7c663 00100513 86bea8af 00010413 81add3af

Alu operator 18 0 → a 18 3 3

Detection

FIA Illegal instructions

Invalid instruction 0 0 0 1 1
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How many random instructions before detection?

0 50 100 150 200 250
Number of decrypted instructions
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10 18
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Chained Instruction Encryption with Associated Control Signals:
✔ Confidentiality of Instructions
✔ Integrity of Control Flow
✔ Integrity of Instructions
✔ Integrity of Deterministic Control Signals

✔ Zero clock cycle penalty

● No cache
● Fetch instruction 1 cycle
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✔ Conception
✔ Implementation → cv32e40p
✔ Validation and Characterization
✔ Submission: HOST 2025
✔ Open-source: Github

In progress:
● Reduce patch size: Memory overhead ↘
● Hardware demo
➜ Manuscript
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OpenHW group:
● cv32e40p 4 stages core - rv32imc
● core-v-verif RTL simulation
● core-v-mcu microcontroller - FPGA
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Chained Instruction Encryption with Associated Control Signals

Fetch Write
backDecode

control signals

Memory

plaincipher

patch

instr

(cipher)

state

Decrypt

Is the instruction valid?

Execute

Is the tag correct?
1 Chained Encryption of Instructions (before programming memory)
2 On-the-fly Decryption
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ASCON: cipher suite, which provides Authenticated Encryption with Associated Data

● Winner of CAESAR Authenticated Encryption - Lightweight Cryptography (2019)

● Winner of NIST - Lightweight Cryptography (2023) ⇒ standardize the ASCON family

● Lightweight (better Throughput per Area than AES [1])

● Highly tested

● Large security margins

[1] “Need for Low-latency Ciphers: A Comparative Study of NIST LWC Finalists”, NIST LWC Workshop 2022,
Tolga Yalcin - Google
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ASCON: Authenticated Encryption provided from Tag (T)

pa pb pb papbpb

Initialization Associated Data FinalizationCiphertext

A1
 As
 P1 Pt-1
 PtC1
 Ct-1
 Ct


0*||K
 0*||1
 K||0*
 K


T

IV||K||N

ASCON Decryption scheme
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ASCON: Use-case of restricted set of valid data

pa pb pb papbpb

Initialization Associated Data FinalizationCiphertext

A1
 As

P1 Pt-1
 PtC1
 Ct-1
 Ct


0*||K
 0*||1
 K||0*
 K
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∈ {valid instructions}

ASCON Decryption scheme
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ASCON: Authenticated Encryption provided from restricted set of valid instructions

pb
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pa(IV||K||N)

⊕ 0*||K
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Initialization Ciphertext

patch
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ASCON: Authenticated Encryption provided from restricted set of valid instructions
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jalr

Ic Equivalence classIb Id

jalrNot detected

JOP/ROP

Ia

jalr
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Every state can reach "wait Control Transfer" except "jump in ID (stall)".

branch
taken

wait

Control

Transfer

branch
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jalr

taken
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jalr


taken
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jump
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(        )
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1,   e000c000080100,801800109a0,0
2,   e000c000080100,801800109a0,0
3, e000c000080100,40800800109a0,0
4,   e1060000080100,80080010db8,0
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